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CVE CVE-2019-10081
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-08-15 22:15:00 UTC
Updated 2023-11-07 03:02:00 UTC
Description HTTP/2 (2.4.20 through 2.4.39) very early pushes, for example configured with "H2PushResource", could lead to an overwi

/ |
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Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Http Server All All All All

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 9.0 All All All
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No vendor comments have been submitted for this CVE.

| Legacy QID Mappings

500018 Alpine Linux Security Update for apache2

503709 Alpine Linux Security Update for apache2

710128 Gentoo Linux Apache Multiple vulnerabilities (GLSA 201909-04)

940248 AlmaLinux Security Update for httpd:2.4 (ALSA-2020:4751)

960434 Rocky Linux Security Update for httpd:2.4 (RLSA-2020:4751)
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