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State
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Description

/

PUBLIC

security@apache.org

CVE Program / NVD first with legacy fallback

2019-09-26 16:15:00 UTC

2023-11-07 03:02:00 UTC

In Apache HTTP Server 2.4.18-2.4.39, using fuzzed network input, the http/2 session handling could be made to read mem

Risk And Classification

1|

Problem Types: CWE-416
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Application

Application

Application

References

Vendor
Apache
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle

Oracle

Product

Hittp Server

Communications Element Manager
Communications Element Manager
Communications Element Manager
Communications Element Manager
Enterprise Manager Ops Center
Enterprise Manager Ops Center
Enterprise Manager Ops Center
Http Server

Http Server

Instantis Enterprisetrack

Retail Xstore Point Of Service

Version

All

8.0.0

8.1.0

8.1.1

8.2.0

12.3.3

12.4.0

12.4.0.0

12.2.1.3.0

12.2.1.4.0

All

71

Update
All
All
All
All
All
All
All
All
All
All
All

All

Edition

All

All

All

All

All

All

All

All

All

All

All

All

Language
All
All
All
All
All
All
All
All
All
All
All

All

Reference
Pony Mail!

Pony Mail!

Source

Link

lists.apache.org

lists.apache.org

Tags


https://cve.report/
https://cve.report/CVE-2019-10082/mitre
https://cve.report/CVE-2019-10082/nist
https://cve.report/CVE-2019-10082/cve_org
https://cve.report/CVE-2019-10082.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_element_manager
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_element_manager
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_element_manager
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_element_manager
http://cve.report/vendor/oracle
http://cve.report/software/oracle/enterprise_manager_ops_center
http://cve.report/vendor/oracle
http://cve.report/software/oracle/enterprise_manager_ops_center
http://cve.report/vendor/oracle
http://cve.report/software/oracle/enterprise_manager_ops_center
http://cve.report/vendor/oracle
http://cve.report/software/oracle/http_server
http://cve.report/vendor/oracle
http://cve.report/software/oracle/http_server
http://cve.report/vendor/oracle
http://cve.report/software/oracle/instantis_enterprisetrack
http://cve.report/vendor/oracle
http://cve.report/software/oracle/retail_xstore_point_of_service
https://lists.apache.org/thread.html/r3c5c3104813c1c5508b55564b66546933079250a46ce50eee90b2e36%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/rf6449464fd8b7437704c55f88361b66f12d5b5f90bcce66af4be4ba9%2540%253Ccvs.httpd.apache.org%253E

Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

Oracle Critical Patch Update Advisory - July 2020
Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

Oracle Critical Patch Update Advisory - October 2021
Pony Mail!

Apache HTTP Server 2.4 vulnerabilities - The Apache HTTP Server Project
Pony Mail!

Pony Mail!

Pony Mail!

Oracle Critical Patch Update - October 2019
Pony Mail!

Oracle Critical Patch Update Advisory - April 2020
Pony Mail!

Pony Mail!

Oracle Critical Patch Update Advisory - July 2022
Pony Mail!

CVE Program record

NVD vulnerability detail
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Vendor Advisory

canonical

canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500018 Alpine Linux Security Update for apache2

503709 Alpine Linux Security Update for apache?2

710128 Gentoo Linux Apache Multiple vulnerabilities (GLSA 201909-04)

377378 Alibaba Cloud Linux Security Update for httpd:2.4 (ALINUX3-SA-2022:0017)

376737 Oracle Hypertext Transfer Protocol Server (HTTP Server) Multiple Vulnerabilities (CPUJUL2022)
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940248 AlmalLinux Security Update for httpd:2.4 (ALSA-2020:4751)

960434 Rocky Linux Security Update for httpd:2.4 (RLSA-2020:4751)
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