CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2019-10086

PUBLIC

CVE-2019-10086

MITRE NVD CVE.ORG Print: PDF %5

security@apache.org

CVE Program / NVD first with legacy fallback

2019-08-20 21:15:00 UTC

2023-11-07 03:02:00 UTC
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https://lists.apache.org/thread.html/r513a7a21c422170318115463b399dd58ab447fe0990b13e5884f0825@%253Ccommits.dolphinscheduler.apache.org%253E
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[SECURITY] CVE-2019-10086. Apache Commons Beanutils does not suppresses the class property in PropertyUtilsBean by default.
Oracle Critical Patch Update Advisory - April 2022
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Oracle Critical Patch Update Advisory - July 2021

[SECURITY] Fedora 30 Update: apache-commons-beanutils-1.9.4-1.fc30 - package-announce - Fedora Mailing-Lists
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[SECURITY] [DLA 1896-1] commons-beanutils security update
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[nifi-issues] 20210907 [GitHub] [nifi] asfgit closed pull request #5351: NIFI-9170 Upgrade commons-beanutils to 1.9.4 to mitigate CVE-2019-11
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Oracle Critical Patch Update Advisory - October 2021

[nifi-issues] 20210907 [jira] [Commented] (NIFI-9170) Upgrade commons-beanutils to 1.9.4 to mitigate CVE-2019-10086
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[nifi-issues] 20210827 [jira] [Updated] (NIFI-9170) Upgrade commons-beanutils to 1.9.4 to mitigate CVE-2019-10086
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Oracle Critical Patch Update Advisory - January 2022
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[SECURITY] Fedora 31 Update: apache-commons-beanutils-1.9.4-1.fc31 - package-announce - Fedora Mailing-Lists
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https://lists.debian.org/debian-lts-announce/2019/08/msg00030.html
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https://lists.apache.org/thread.html/r46e536fc98942dce99fadd2e313aeefe90c1a769c5cd85d98df9d098@%253Cissues.nifi.apache.org%253E
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https://access.redhat.com/errata/RHSA-2020:0806

[nifi-issues] 20210908 [GitHub] |nifi] naddym commented on pull request #5351: NIFI-9170 Upgrade commons-beanutils to 1.9.4 to mitigate C
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[SECURITY] Fedora 30 Update: apache-commons-beanutils-1.9.4-1.fc30 - package-announce - Fedora Mailing-Lists

[nifi-issues] 20210827 [jira] [Created] (NIFI-9170) Upgrade commons-beanutils to 1.9.4 to mitigate CVE-2019-10086
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[nifi-commits] 20210907 [nifi] branch main updated: NIFI-9170 Upgrade commons-beanutils to 1.9.4 to mitigate CVE-2019-10086 NIFI-9170 A
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Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

[SECURITY] CVE-2019-10086. Apache Commons Beanutils does not suppresses the class property in PropertyUtilsBean by default.
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Oracle Critical Patch Update Advisory - January 2020
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Oracle Critical Patch Update Advisory - April 2020
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[nifi-issues] 20210827 [GitHub] [nifi] naddym opened a new pull request #5351: NIFI-9170 Upgrade commons-beanutils to 1.9.4 to mitigate C\
Red Hat Customer Portal - Access to 24x7 support and knowledge
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https://lists.apache.org/thread.html/rd2d2493f4f1af6980d265b8d84c857e2b7ab80a46e1423710c448957%2540%253Cissues.nifi.apache.org%253E
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https://access.redhat.com/errata/RHSA-2020:0194
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https://lists.apache.org/thread.html/rec74f3a94dd850259c730b4ba6f7b6211222b58900ec088754aa0534%2540%253Cissues.nifi.apache.org%253E
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https://lists.apache.org/thread.html/re2028d4d76ba1db3e3c3a722d6c6034e801cc3b309f69cc166eaa32b%2540%253Ccommits.nifi.apache.org%253E
https://access.redhat.com/errata/RHSA-2020:0804
https://lists.apache.org/thread.html/5261066cd7adee081ee05c8bf0e96cf0b2eeaced391e19117ae4daa6@%253Cdev.shiro.apache.org%253E
https://lists.apache.org/thread.html/r43de02fd4a4f52c4bdeff8c02f09625d83cd047498009c1cdab857db@%253Cdev.rocketmq.apache.org%253E
https://lists.apache.org/thread.html/1f78f1e32cc5614ec0c5b822ba4bd7fc8e8b5c46c8e038b6bd609cb5%2540%253Cissues.commons.apache.org%253E
https://lists.apache.org/thread.html/ra41fd0ad4b7e1d675c03a5081a16a6603085a4e37d30b866067566fe@%253Cissues.nifi.apache.org%253E
https://lists.apache.org/thread.html/ra9a139fdc0999750dcd519e81384bc1fe3946f311b1796221205f51c%2540%253Ccommits.dolphinscheduler.apache.org%253E
http://mail-archives.apache.org/mod_mbox/www-announce/201908.mbox/%253cC628798F-315D-4428-8CB1-4ED1ECC958E4%2540apache.org%253e
https://lists.apache.org/thread.html/d6ca9439c53374b597f33b7ec180001625597db48ea30356af01145f%2540%253Cdev.shiro.apache.org%253E
https://lists.apache.org/thread.html/ra9a139fdc0999750dcd519e81384bc1fe3946f311b1796221205f51c@%253Ccommits.dolphinscheduler.apache.org%253E
https://lists.apache.org/thread.html/rb8dac04cb7e9cc5dedee8dabaa1c92614f590642e5ebf02a145915ba%2540%253Ccommits.atlas.apache.org%253E
https://www.oracle.com/security-alerts/cpujan2020.html
https://lists.apache.org/thread.html/f9bc3e55f4e28d1dcd1a69aae6d53e609a758e34d2869b4d798e13cc@%253Cissues.drill.apache.org%253E
https://www.oracle.com/security-alerts/cpuapr2020.html
https://lists.apache.org/thread.html/rb8dac04cb7e9cc5dedee8dabaa1c92614f590642e5ebf02a145915ba@%253Ccommits.atlas.apache.org%253E
https://lists.apache.org/thread.html/r46e536fc98942dce99fadd2e313aeefe90c1a769c5cd85d98df9d098%2540%253Cissues.nifi.apache.org%253E
https://access.redhat.com/errata/RHSA-2020:0057
https://lists.apache.org/thread.html/reee57101464cf7622d640ae013b2162eb864f603ec4093de8240bb8f@%253Cdev.atlas.apache.org%253E
https://lists.apache.org/thread.html/b0656d359c7d40ec9f39c8cc61bca66802ef9a2a12ee199f5b0c1442@%253Cdev.drill.apache.org%253E
https://www.oracle.com/security-alerts/cpujul2022.html
https://www.oracle.com/security-alerts/cpuApr2021.html
https://lists.apache.org/thread.html/rcc029be4edaaf5b8bb85818aab494e16f312fced07a0f4a202771ba2@%253Cissues.nifi.apache.org%253E
https://lists.apache.org/thread.html/r306c0322aa5c0da731e03f3ce9f07f4745c052c6b73f4e78faf232ca%2540%253Cdev.atlas.apache.org%253E
https://www.oracle.com/security-alerts/cpujan2021.html
https://access.redhat.com/errata/RHSA-2020:0805
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CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

20324 Oracle E-Business Suite Remote Code Execution (RCE) Vulnerability (CPUOCT2022)

238192 Red Hat Update for Satellite 6.7 release.(RHSA-2020:1454)

375482 Oracle PeopleSoft Enterprise PeopleTools Product Multiple Vulnerabilities (CPUAPR2021)

375484 Oracle WebLogic Server Multiple Vulnerabilities (CPUAPR2021) (WebLogic Server Unix Authentication Record)
375626 IBM Cognos Analytics Multiple Vulnerabilities (6451705)

377179 Alibaba Cloud Linux Security Update for apache-commons-beanutils (ALINUX2-SA-2020:0015)

87448 Oracle WebLogic Server Multiple Vulnerabilities (CPUAPR2021)

980293 Java (maven) Security Update for commons-beanutils:commons-beanutils (GHSA-6phf-73q6-gh87)
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