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In Apache HTTP Server 2.4.0-2.4.39, a limited cross-site scripting issue was reported affecting the mod_proxy error page.
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Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Vendor Product Version Update Edition Language
Apache Http Server All All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 19.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 19.04 All All All
Debian Debian Linux 10.0 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Debian Debian Linux 10.0 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Fedoraproject Fedora 30 All All All
Fedoraproject Fedora 30 All All All
Netapp Clustered Data Ontap 9.6 - All All
Netapp Clustered Data Ontap 9.6 pi All All
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Application Redhat Software Collection 1.0 All All All

Application Redhat Software Collection 1.0 All All All
Reference
Pony Mail!

[SECURITY] [DLA 1900-2] apache?2 regression update

Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

Debian -- Security Information -- DSA-4509-1 apache2

oss-security - Re: CVE-2020-11984: Apache httpd: mod_uwsgi buffer overlow
Pony Mail!

Pony Mail!

September 2019 Apache HTTP Server Vulnerabilities in NetApp Products | NetApp Product Security
Oracle Critical Patch Update Advisory - July 2020

Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

oss-security - CVE-2019-10092: Limited cross-site scripting in mod_proxy
Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

Oracle Critical Patch Update - October 2019

Pony Mail!

USN-4113-1: Apache HTTP Server vulnerabilities | Ubuntu security notices | Ubuntu
oss-security - Re: CVE-2020-11984: Apache httpd: mod_uwsgi buffer overlow
Pony Mail!

support.f5.com/csp/article/K30442259

Apache HTTP Server 2.4 vulnerabilities - The Apache HTTP Server Project

[SECURITY] [DLA 1900-1] apache?2 security update

Pony Mail!
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https://lists.debian.org/debian-lts-announce/2019/09/msg00034.html
https://lists.apache.org/thread.html/rf6449464fd8b7437704c55f88361b66f12d5b5f90bcce66af4be4ba9%2540%253Ccvs.httpd.apache.org%253E
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https://www.debian.org/security/2019/dsa-4509
http://www.openwall.com/lists/oss-security/2020/08/08/1
https://lists.apache.org/thread.html/73768e31e0fcae03e12f5aa87da1cb26dece39327f3c32060baa3e94%2540%253Cannounce.httpd.apache.org%253E
https://lists.apache.org/thread.html/56c2e7cc9deb1c12a843d0dc251ea7fd3e7e80293cde02fcd65286ba%2540%253Ccvs.httpd.apache.org%253E
https://security.netapp.com/advisory/ntap-20190905-0003/
https://www.oracle.com/security-alerts/cpujul2020.html
https://lists.apache.org/thread.html/r3c5c3104813c1c5508b55564b66546933079250a46ce50eee90b2e36@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r0a83b112cd9701ef8a2061c8ed557f3dc9bb774d4da69fbb91bbc3c4@%253Cusers.httpd.apache.org%253E
https://lists.apache.org/thread.html/r9f93cf6dde308d42a9c807784e8102600d0397f5f834890708bf6920%2540%253Ccvs.httpd.apache.org%253E
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https://lists.apache.org/thread.html/r76142b8c5119df2178be7c2dba88fde552eedeec37ea993dfce68d1d%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/rd2fb621142e7fa187cfe12d7137bf66e7234abcbbcd800074c84a538%2540%253Ccvs.httpd.apache.org%253E
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https://usn.ubuntu.com/4113-1/
http://www.openwall.com/lists/oss-security/2020/08/08/9
https://lists.apache.org/thread.html/r06f0d87ebb6d59ed8379633f36f72f5b1f79cadfda72ede0830b42cf%2540%253Ccvs.httpd.apache.org%253E
https://support.f5.com/csp/article/K30442259
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Pony Mail!

Apache: Multiple vulnerabilities (GLSA 201909-04) — Gentoo security

Red Hat Customer Portal

Bugtraq: [SECURITY] [DSA 4509-3] apache2 security update

Pony Mail!

[SECURITY] Fedora 30 Update: httpd-2.4.41-1.fc30 - package-announce - Fedora Mailing-Lists
Oracle Critical Patch Update Advisory - January 2020

Pony Mail!

Oracle Critical Patch Update Advisory - April 2020

[SECURITY] Fedora 30 Update: httpd-2.4.41-1.fc30 - package-announce - Fedora Mailing-Lists
Disclosures/CVE-2019-10092-Limited Cross-Site Scripting in mod_proxy Error Page-Apache httpd at master - DrunkenShells/Disclosures - Gi
Pony Mail!

Pony Mail!

Bugtrag: [SECURITY] [DSA 4509-1] apache?2 security update

[security-announce] openSUSE-SU-2019:2051-1: important: Security update

Pony Mail!

Pony Mail!

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

| Legacy QID Mappings

376862 IBM Hypertext Transfer Protocol (HTTP) Server Multiple Vulnerabilities (964768)
377378 Alibaba Cloud Linux Security Update for httpd:2.4 (ALINUX3-SA-2022:0017)
500018 Alpine Linux Security Update for apache2

503709 Alpine Linux Security Update for apache2

710128 Gentoo Linux Apache Multiple vulnerabilities (GLSA 201909-04)

750660 SUSE Enterprise Linux Security Update for apache2 (SUSE-SU-2021:2004-1)
940248 AlmalLinux Security Update for httpd:2.4 (ALSA-2020:4751)

960434 Rocky Linux Security Update for httpd:2.4 (RLSA-2020:4751)
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https://security.gentoo.org/glsa/201909-04
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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