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Summary

CVE CVE-2019-10093

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-08-02 19:15:00 UTC

Updated 2023-11-07 03:02:00 UTC

Description In Apache Tika 1.19 to 1.21, a carefully crafted 2003ml or 2006ml file could consume all available SAXParsers in the pool and lead to very long hangs. Apache Tika users should upgrade to 1.22 or later.

Risk And Classification

Problem Types: CWE-770

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Tika All All All All

References

Reference Source Link Tags

Pony Mail! lists.apache.org

Pony Mail! MLIST lists.apache.org

Pony Mail! lists.apache.org

Pony Mail! lists.apache.org

Pony Mail! lists.apache.org

Pony Mail! MLIST lists.apache.org

Pony Mail! MLIST lists.apache.org

August 2019 Apache Tika Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

Pony Mail! MLIST lists.apache.org Mailing List, Patch, Vendor Advisory

Oracle Critical Patch Update Advisory - January 2020 MISC www.oracle.com

Oracle Critical Patch Update Advisory - April 2020 N/A www.oracle.com

Pony Mail! CONFIRM lists.apache.org Mailing List, Vendor Advisory

Pony Mail! lists.apache.org
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https://lists.apache.org/thread.html/39723d8227b248781898c200aa24b154683673287b150a204b83787d@%253Cdev.tika.apache.org%253E
https://lists.apache.org/thread.html/a5a44eff1b9eda3bc69d22943a1030c43d376380c75d3ab04d0c1a21%2540%253Cdev.tika.apache.org%253E
https://lists.apache.org/thread.html/r204ba2a9ea750f38d789d2bb429cc0925ad6133deea7cbc3001d96b5%2540%253Csolr-user.lucene.apache.org%253E
https://lists.apache.org/thread.html/da9ee189d1756f8508d0f2386d8e25aca5a6df541739829232be8a94%2540%253Cdev.tika.apache.org%253E
https://lists.apache.org/thread.html/da9ee189d1756f8508d0f2386d8e25aca5a6df541739829232be8a94@%253Cdev.tika.apache.org%253E
https://lists.apache.org/thread.html/r204ba2a9ea750f38d789d2bb429cc0925ad6133deea7cbc3001d96b5@%253Csolr-user.lucene.apache.org%253E
https://security.netapp.com/advisory/ntap-20190828-0004/
https://lists.apache.org/thread.html/fb6c84fd387de997e5e366d50b0ca331a328c466432c80f8c5eed33d@%253Cdev.tika.apache.org%253E
https://www.oracle.com/security-alerts/cpujan2020.html
https://www.oracle.com/security-alerts/cpuapr2020.html
https://lists.apache.org/thread.html/a5a44eff1b9eda3bc69d22943a1030c43d376380c75d3ab04d0c1a21@%253Cdev.tika.apache.org%253E
https://lists.apache.org/thread.html/39723d8227b248781898c200aa24b154683673287b150a204b83787d%2540%253Cdev.tika.apache.org%253E


CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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