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CVE CVE-2019-10095
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-09-02 17:15:00 UTC
Updated 2023-11-24 14:15:00 UTC
Description bash command injection vulnerability in Apache Zeppelin allows an attacker to inject system commands into Spark interpre:

/ |

1|

Risk And Classification

Problem Types: CWE-77

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Zeppelin All All All All

Reference Source Link

Pony Mail! MLIST lists.apache.c
Pony Mail! lists.apache.c
[zeppelin-users] 20210928 Re: CVE-2019-10095: Apache Zeppelin: bash command injection in spark interpreter lists.apache.c
oss-security - CVE-2019-10095: Apache Zeppelin: bash command injection in spark interpreter MLIST www.openwa
Pony Mail! MLIST lists.apache.c
Pony Mail! MLIST lists.apache.c
Zeppelin: Multiple Vulnerabilities (GLSA 202311-04) — Gentoo security security.gentc
Pony Mail! MISC lists.apache.c
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
« a0 |

Vendor Comments And Credit

Discovery Credit


https://cve.report/
https://cve.report/CVE-2019-10095/mitre
https://cve.report/CVE-2019-10095/nist
https://cve.report/CVE-2019-10095/cve_org
https://cve.report/api/cve/CVE-2019-10095.json
https://cve.report/CVE-2019-10095.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/zeppelin
https://lists.apache.org/thread.html/rdf06e8423833b3daadc30c56a2ff47c48920864d5199476daa897208@%253Cusers.zeppelin.apache.org%253E
https://lists.apache.org/thread.html/rdf06e8423833b3daadc30c56a2ff47c48920864d5199476daa897208%2540%253Cannounce.apache.org%253E
https://lists.apache.org/thread.html/rd56389ba9cab30a6c976b9a4a6df0f85cbe8fba6a60a3cf6e3ba716b%2540%253Cusers.zeppelin.apache.org%253E
http://www.openwall.com/lists/oss-security/2021/09/02/1
https://lists.apache.org/thread.html/rdf06e8423833b3daadc30c56a2ff47c48920864d5199476daa897208@%253Cannounce.apache.org%253E
https://lists.apache.org/thread.html/rd56389ba9cab30a6c976b9a4a6df0f85cbe8fba6a60a3cf6e3ba716b@%253Cusers.zeppelin.apache.org%253E
https://security.gentoo.org/glsa/202311-04
https://lists.apache.org/thread.html/rdf06e8423833b3daadc30c56a2ff47c48920864d5199476daa897208%2540%253Cusers.zeppelin.apache.org%253E
https://www.cve.org/CVERecord?id=CVE-2019-10095
https://nvd.nist.gov/vuln/detail/CVE-2019-10095

LEGACY: Apache Zeppelin would like to thank HERE Security team for reporting this issue

Legacy QID Mappings

710787 Gentoo Linux Zeppelin Multiple Vulnerabilities (GLSA 202311-04)

730205 Apache Zeppelin Multiple Vulnerabilities

980638 Java (maven) Security Update for org.apache.zeppelin:zeppelin (GHSA-4qw8-pgpr-p9maq)
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