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CVE CVE-2019-10097
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-09-26 16:15:00 UTC
Updated 2023-11-07 03:02:00 UTC
Description In Apache HTTP Server 2.4.32-2.4.39, when mod_remoteip was configured to use a trusted intermediary proxy server usin

/ |

1|

Risk And Classification

Problem Types: CWE-787 | CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Hitp Server 2.4.33 All All All
Application Apache Http Server 2.4.34 All All All
Application Apache Hitp Server 2.4.35 All All All
Application Apache Http Server 2.4.37 All All All
Application Apache Hitp Server 2.4.38 All All All
Application Apache Http Server All All All All
Application Oracle Communications Element Manager 8.0.0 All All All
Application Oracle Communications Element Manager 8.1.0 All All All
Application Oracle Communications Element Manager 8.1.1 All All All
Application Oracle Communications Element Manager 8.2.0 All All All
Application Oracle Communications Session Report Manager 8.1.1 All All All
Application Oracle Communications Session Report Manager 8.2.0 All All All
Application Oracle Communications Session Report Manager 8.2.1 All All All
Application Oracle Communications Session Route Manager 8.1.1 All All All
Application Oracle Communications Session Route Manager 8.2.0 All All All
Application Oracle Communications Session Route Manager 8.2.1 All All All
Application Oracle Enterprise Manager Ops Center 12.3.3 All All All
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CVE Program record CVE.ORG Www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings |

377378 Alibaba Cloud Linux Security Update for httpd:2.4 (ALINUX3-SA-2022:0017)
500018 Alpine Linux Security Update for apache2

503709 Alpine Linux Security Update for apache2

710128 Gentoo Linux Apache Multiple vulnerabilities (GLSA 201909-04)

940248 AlmalLinux Security Update for httpd:2.4 (ALSA-2020:4751)

960434 Rocky Linux Security Update for httpd:2.4 (RLSA-2020:4751)
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