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Evince 3.26.0 is affected by buffer overflow. The impact is: DOS / Possible code execution. The component is: backend/tiff/
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Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Application
Application
Operating System

Operating System

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 16.04 All All All
Debian Debian Linux 10.0 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Gnome Evince 3.26.0 All All All
Gnome Evince 3.26.0 All All All
Opensuse Leap 15.0 All All All
Opensuse Leap 15.1 All All All

Reference Source Link Tags

USN-4067-1: Evince vulnerability | Ubuntu security notices | Ubuntu UBUNTU usn.ubuntu.com

Bug 2745 — Multiple out of bound write MISC bugzilla.maptools.org  Exploit, Issue Tracking,
Bugtrag: [SECURITY] [DSA 4624-1] evince security update BUGTRAQ seclists.org

[SECURITY] [DLA 1881-1] evince security update MLIST lists.debian.org

Debian -- Security Information -- DSA-4624-1 evince DEBIAN www.debian.org

[security-announce] openSUSE-SU-2019:1908-1: important: Security update SUSE lists.opensuse.org
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Bug 788980 — Multiple out of bound write and segfault MISC bugzilla.gnome.org Exploit, Issue Tracking, -
[SECURITY] [DLA 1882-1] atril security update MLIST lists.debian.org

CVE Program record CVE.ORG  www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

670298 EulerOS Security Update for evince (EulerOS-SA-2021-1778)

670608 EulerOS Security Update for evince (EulerOS-SA-2021-2366)
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