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Summary

CVE CVE-2019-1010024

State PUBLIC

Assigner cve-assign@distributedweaknessfiling.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-07-15 04:15:00 UTC

Updated 2023-11-07 03:02:00 UTC

Description ** DISPUTED ** GNU Libc current is affected by: Mitigation bypass. The impact is: Attacker may bypass ASLR using cache of thread stack and heap. The component is: glibc. NOTE: Upstream comments indicate "this is being treated as a non-security bug and no real threat."

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gnu Glibc - All All All

Application Gnu Glibc - All All All

References

Reference Source Link Tags

CVE-2019-1010024 | Ubuntu UBUNTU ubuntu.com

support.f5.com/csp/article/K06046097 CONFIRM support.f5.com

GNU glibc CVE-2019-1010024 Local Security Bypass Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

myF5 support.f5.com

CVE-2019-1010024 DEBIAN security-tracker.debian.org

support.f5.com/csp/article/K06046097 CONFIRM support.f5.com

22852 – (CVE-2019-1010024) Thread stack and heap caches MISC sourceware.org Exploit, Issue Tracking, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

https://cve.report/
https://cve.report/CVE-2019-1010024/mitre
https://cve.report/CVE-2019-1010024/nist
https://cve.report/CVE-2019-1010024/cve_org
https://cve.report/CVE-2019-1010024.pdf
http://cve.report/vendor/gnu
http://cve.report/software/gnu/glibc
http://cve.report/vendor/gnu
http://cve.report/software/gnu/glibc
https://ubuntu.com/security/CVE-2019-1010024
https://support.f5.com/csp/article/K06046097
http://www.securityfocus.com/bid/109162
https://support.f5.com/csp/article/K06046097?utm_source=f5support&amp%253Butm_medium=RSS
https://security-tracker.debian.org/tracker/CVE-2019-1010024
https://support.f5.com/csp/article/K06046097?utm_source=f5support&amp;utm_medium=RSS
https://sourceware.org/bugzilla/show_bug.cgi?id=22852
https://www.cve.org/CVERecord?id=CVE-2019-1010024
https://nvd.nist.gov/vuln/detail/CVE-2019-1010024


Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

591406 Siemens SIMATIC S7-1500 CPU GNU/Linux subsystem Multiple Vulnerabilities (SSB-439005, ICSA-22-104-13)

http://cve.report/qid/591406
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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