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Summary

CVE CVE-2019-1010136

State PUBLIC

Assigner cve-assign@distributedweaknessfiling.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-07-19 16:15:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description ChinaMobile GPN2.4P21-C-CN W2001EN-00 is affected by: Incorrect Access Control - Unauthenticated Remote Reboot. The impact is: PLC Wireless Router's are vulnerable to an unauthenticated remote reboot due. The component is: Reboot settings are available to unauthenticated users instead of only authenticaed users. The attack vector is: Remote.

Risk And Classification

Problem Types: CWE-306

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Chinamobileltd Gpn2.4p21-c-cn - All All All

Hardware Chinamobileltd Gpn2.4p21-c-cn - All All All

Operating System Chinamobileltd Gpn2.4p21-c-cn Firmware w2001en-00 All All All

Operating System Chinamobileltd Gpn2.4p21-c-cn Firmware w2001en-00 All All All

References

Reference Source Link Tags

PLC Wireless Router GPN2.4P21-C-CN - Denial of Service - Hardware dos Exploit EXPLOIT-DB www.exploit-db.com Exploit, Third Party Advisory, VDB Entry

Shodan MISC www.shodan.io Permissions Required

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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