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Summary

CVE CVE-2019-1010163

State PUBLIC

Assigner cve-assign@distributedweaknessfiling.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-07-24 12:15:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description Socusoft Co Photo 2 Video Converter 8.0.0 is affected by: Buffer Overflow - Local shell-code execution and Denial of Service. The impact is: Local privilege escalation (dependant upon conditions), shell code execution and denial-of-service. The component is: pdmlog.dll library. The attack vector is: The attacker must have access to local system (either directly, or remotley).

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Socusoft Photo 2 Video Converter 8.0.0 All All All

Application Socusoft Photo 2 Video Converter 8.0.0 All All All

Application Socusoft Photo 2 Video Converter 8.0.0 All All All

Application Socusoft Photo 2 Video Converter 8.0.0 All All All

References

Reference Source Link Tags

0x03b: Local BoF Exploit Advisory MISC ret2eax.github.io Exploit, Third Party Advisory

Socusoft Photo 2 Video Converter 8.0.0 - Local Buffer Overflow - Windows dos Exploit EXPLOIT-DB www.exploit-db.com Exploit, Third Party Advisory, VDB Entry

SocuSoft Co. Photo 2 Video Converter 8.0.0 Code Execution / DoS ≈ Packet Storm MISC packetstormsecurity.com Exploit, Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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