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Risk And Classification

Description tcpdump.org tcpdump 4.9.2 is affected by: CWE-126: Buffer Over-read. The impact is: May expose Saved Frame Pointer, F

1|

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update
Application Tcpdump Tcpdump 49.2 All
Application Tcepdump Tcpdump 49.2 All

Edition

All

All

Language
All

All

References

Reference

[security-announce] openSUSE-SU-2019:2344-1: important: Security update

[security-announce] openSUSE-SU-2019:1964-1: moderate: Security update f

[SECURITY] Fedora 29 Update: tcpdump-4.9.3-1.fc29 - package-announce - Fedora Mailing-Lists
History for print-hncp.c - the-tcpdump-group/tcpdump - GitHub

[SECURITY] Fedora 29 Update: tcpdump-4.9.3-1.fc29 - package-announce - Fedora Mailing-Lists
USN-4252-1: tcpdump vulnerabilities | Ubuntu security notices

[SECURITY] Fedora 31 Update: tcpdump-4.9.3-1.fc31 - package-announce - Fedora Mailing-Lists
tcpdump/print-hncp.c at tcpdump-4.9.2 - the-tcpdump-group/tcpdump - GitHub

USN-4252-2: tcpdump vulnerabilities | Ubuntu security notices

[SECURITY] Fedora 30 Update: tcpdump-4.9.3-1.fc30 - package-announce - Fedora Mailing-Lists
[security-announce] openSUSE-SU-2019:2348-1: important: Security update

[SECURITY] Fedora 30 Update: tcpdump-4.9.3-1.fc30 - package-announce - Fedora Mailing-Lists

Source

SUSE

SUSE

MISC

FEDORA

UBUNTU

FEDORA

MISC

UBUNTU

SUSE

FEDORA

Link
lists.opensuse.org
lists.opensuse.org
lists.fedoraproject.org
github.com
lists.fedoraproject.org
usn.ubuntu.com
lists.fedoraproject.org
github.com
usn.ubuntu.com
lists.fedoraproject.org
lists.opensuse.org

lists.fedoraproject.org

Tag

Pat

Pat


https://cve.report/
https://cve.report/CVE-2019-1010220/mitre
https://cve.report/CVE-2019-1010220/nist
https://cve.report/CVE-2019-1010220/cve_org
https://cve.report/CVE-2019-1010220.pdf
http://cve.report/vendor/tcpdump
http://cve.report/software/tcpdump/tcpdump
http://cve.report/vendor/tcpdump
http://cve.report/software/tcpdump/tcpdump
http://lists.opensuse.org/opensuse-security-announce/2019-10/msg00050.html
http://lists.opensuse.org/opensuse-security-announce/2019-08/msg00065.html
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/R2UDPOSGVJQIYC33SQBXMDXHH4QDSDMU/
https://github.com/the-tcpdump-group/tcpdump/commits/master/print-hncp.c
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/R2UDPOSGVJQIYC33SQBXMDXHH4QDSDMU/
https://usn.ubuntu.com/4252-1/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/62XY42U6HY3H2APR5EHNWCZ7SAQNMMJN/
https://github.com/the-tcpdump-group/tcpdump/blob/tcpdump-4.9.2/print-hncp.c
https://usn.ubuntu.com/4252-2/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/FNYXF3IY2X65IOD422SA6EQUULSGW7FN/
http://lists.opensuse.org/opensuse-security-announce/2019-10/msg00053.html
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/FNYXF3IY2X65IOD422SA6EQUULSGW7FN/

[SECURITY] Fedora 31 Update: tcpdump-4.9.3-1.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

tcpdump/print-hncp.c at master - the-tcpdump-group/tcpdump - GitHub MISC github.com Pat
CVE Program record CVE.ORG www.cve.org can
NVD vulnerability detail NVD nvd.nist.gov can
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

296080 Oracle Solaris 11.4 Support Repository Update (SRU) 13.4.0 Missing (CPUJUL2019)
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