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Summary

CVE CVE-2019-1010239

State PUBLIC

Assigner cve-assign@distributedweaknessfiling.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-07-19 17:15:00 UTC

Updated 2022-05-03 14:28:00 UTC

Description DaveGamble/cJSON cJSON 1.7.8 is affected by: Improper Check for Unusual or Exceptional Conditions. The impact is: Null dereference, so attack can cause denial of service. The component is: cJSON_GetObjectItemCaseSensitive() function. The attack vector is: crafted json file. The fixed version is: 1.7.9 and later.

Risk And Classification

Problem Types: CWE-754 | CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cjson Project Cjson 1.7.8 All All All

Application Cjson Project Cjson 1.7.8 All All All

Application Oracle Timesten In-memory Database All All All All

References

Reference Source Link

Fix crash of cJSON_GetObjectItemCaseSensitive when calling it on arrays · DaveGamble/cJSON@be749d7 · GitHub MISC github.com

Oracle Critical Patch Update Advisory - October 2020 MISC www.oracle.com

Segmentation Fault after calling cJSON_GetObjectItemCaseSensitive · Issue #315 · DaveGamble/cJSON · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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