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Summary

CVE CVE-2019-1010247

State PUBLIC

Assigner cve-assign@distributedweaknessfiling.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-07-19 15:15:00 UTC

Updated 2023-05-25 20:18:00 UTC

Description ZmartZone IAM mod_auth_openidc 2.3.10.1 and earlier is affected by: Cross Site Scripting (XSS). The impact is: Redirecting the user to a phishing page or interacting with the application on behalf of the user. The component is: File: src/mod_auth_openidc.c, Line: 3109. The fixed version is: 2.3.10.2.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openidc Mod Auth Openidc All All All All

Application Zmartzone Mod Auth Openidc All All All All

Application Zmartzone Mod Auth Openidc All All All All

References

Reference Source Link

[SECURITY] [DLA 2298-1] libapache2-mod-auth-openidc security update MLIST lists.debian.org

Release release 2.3.10.2 · zmartzone/mod_auth_openidc · GitHub MISC github.com

[SECURITY] [DLA 1894-1] libapache2-mod-auth-openidc security MLIST lists.debian.org

www.compass-security.com/fileadmin/Datein/Research/Advisories/CSNC-2019-001_mod_auth_o... MISC www.compass-security.com

release 2.3.10.2: fix XSS vulnerability for poll parameter · zmartzone/mod_auth_openidc@132a411 · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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