VE-201

MITRE

NVD

CVE.ORG

-1010251

Print: PDF %5

CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2019-1010251

PUBLIC

cve-assign@distributedweaknessfiling.org

CVE Program / NVD first with legacy fallback
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Open Information Security Foundation Suricata prior to version 4.1.2 is affected by: Denial of Service - DNS detection bypa

Risk And Classification

1|

Problem Types: CWE-20
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Type

Application
Application
Application
Application
Application
Application
Application

Application

Vendor

Oisf

Oisf

Oisf

Oisf

Oisf

Oisf

Oisf

Oisf

Product

Suricata

Suricata

Suricata

Suricata

Suricata

Suricata

Suricata

Suricata

Version

4.0.2

4.0.3

4.0.5

4.1.0

4.0.2

4.0.3

4.0.5

4.1.0

Update
All

All
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All
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All
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References

Reference

1

CVE Program record

NVD vulnerability detail

Next/20181218/v8 by victorjulien - Pull Request #3590 - OISF/suricata - GitHub

Next/20181218/v8 by victorjulien - Pull Request #3590 - OISF/suricata - GitHub

Security #2736: DNS Golden Transaction ID - detection bypass - Suricata - Open Information Security Foundation

Source Link

MISC github.com
MISC github.com
MISC redmine.op
CVE.ORG www.cve.or
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nvd.nist.go\
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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