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Summary

CVE CVE-2019-1010283

State PUBLIC

Assigner cve-assign@distributedweaknessfiling.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-07-17 21:15:00 UTC

Updated 2023-09-21 18:27:00 UTC

Description Univention Corporate Server univention-directory-notifier 12.0.1-3 and earlier is affected by: CWE-213: Intentional Information Exposure. The impact is: Loss of Confidentiality. The component is: function data_on_connection() in src/callback.c. The attack vector is: network connectivity. The fixed version is: 12.0.1-4 and later.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Univention Univention Corporate Server All All All All

Operating System Univention Univention Corporate Server All All All All

References

Reference Source Link

Bug 48427 – Notifier and Listener are using an unencrypted and unauthenticated connection MISC forge.univention.org

Bug #48427 UDN: Forbid vulnerable GET_DN for VERSION >= 3 · univention/univention-corporate-server@a280530 · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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site. This site includes MITRE data granted under the following license.
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