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Summary

CVE CVE-2019-1010287

State PUBLIC

Assigner cve-assign@distributedweaknessfiling.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-07-17 21:15:00 UTC

Updated 2019-07-22 18:52:00 UTC

Description Timesheet Next Gen 1.5.3 and earlier is affected by: Cross Site Scripting (XSS). The impact is: Allows an attacker to execute arbitrary HTML and JavaScript code via a "redirect" parameter. The component is: Web login form: login.php, lines 40 and 54. The attack vector is: reflected XSS, victim may click the malicious url.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Timesheet Next Gen Project Timesheet Next Gen All All All All

References

Reference Source Link Tags

Timesheet Next Gen / Code / [r497] /branches/legacy/login.php MISC sourceforge.net Patch, Third Party Advisory

Timesheet Next Gen / Discussion / Open Discussion: Cross-site Scripting (XSS) vulnerability in login form MISC sourceforge.net Exploit, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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