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CVE-2019-1010302

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

cssanvrcLrrnumsucaman Gertain versions of Debian Linux from Debian contain the foIIowing
vulnerability:

jhead 3.03 is affected by: Incorrect Access Control. The impact is:
Denial of service. The component is: iptc.c Line 122 show_IPTC(). The
attack vector is: the victim must open a specially crafted JPEG file.

CVE-2019-1010302 has been assigned by «» cve-assign@distributedweaknessfiling.org to track the vulnerability - currently rated as
severity.

Affected Vendor/Software: « jhead - jhead version 3.03

CVSSS3 Score: ' 5.5- MEDIUM

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ NONE | =3 [ HIGH |
CVSS2 Score: [#SEMEDIUM)
Access Access Authentication
Vector Complexity
[ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
[ [ NONE |

| CVE References

Description Tags Link

[SECURITY] Fedora 30 Update: jhead-3.03-4.1¢30 - package- FEDORA FEDORA-2019-17b95fecd3

annniince - Fadnra Mailina-l icte


https://cve.report/
https://cve.report/CVE-2019-1010302/mitre
https://cve.report/CVE-2019-1010302/nist
https://cve.report/CVE-2019-1010302/cve_org
https://cve.report/CVE-2019-1010302.pdf
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/3WVQTORTGQE56XXC6OVHQCSCUGABRMQZ/

S R I RV LT R O L TP TTTRTY ey

[SECURITY] Fedora 29 Update: jhead-3.03-4.fc29 - package- FEDORA FEDORA-2019-441¢2fb0d1
announce - Fedora Mailing-Lists

1679978 — Segmentation fault in iptc.c when running jhead (%) MISC bugzilla.redhat.com/show_bug.cgi?

id=1679978

JHead: Multiple vulnerabilities (GLSA 202007-17) — Gentoo £ GENTOO GLSA-202007-17

security

[SECURITY] [DLA 2054-1] jhead security update (@ MLIST [debian-lts-announce] 20191231
[SECURITY] [DLA 2054-1] jhead security update

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

199359 Ubuntu Security Notification for Jhead Vulnerabilities (USN-6098-1)

750206 OpenSUSE Security Update for jhead (openSUSE-SU-2021:0743-1)

| Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Debian Debian Linux 8.0 All All All
System

Operating Fedoraproject Fedora 29 All All All
System

Operating Fedoraproject Fedora 30 All All All
System

Application Jhead Project Jhead 3.03 All All All
Application Jhead Project Jhead 3.03 All All All

LRk ok kR akuk.

cpe:2.3:0:debian:debian_linux:8.0:*:*:**:*:*:*:

dkak koK kR k.

cpe:2.3:0:fedoraproject:fedora:29:*:*:*:*:*:*:*:

akak koK ok kR,

cpe:2.3:0:fedoraproject:fedora:30:*:*:*:*:*:*:*:

Kk ok kKKK,

cpe:2.3:a:jhead_project:jhead:3.03:*:*:* " *:*:

Kk kKK kLK,

cpe:2.3:a:jhead_project:jhead:3.03:*:**:***:*:

No vendor comments have been submitted for this CVE
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https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/YTGUHTJTQ6EKEPDXFSKZKVLUJC4UAPBQ/
https://bugzilla.redhat.com/show_bug.cgi?id=1679978
https://security.gentoo.org/glsa/202007-17
https://lists.debian.org/debian-lts-announce/2019/12/msg00037.html
mailto:%20comment@cve.report
http://cve.report/qid/199359
http://cve.report/qid/750206
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/jhead_project
http://cve.report/software/jhead_project/jhead
http://cve.report/vendor/jhead_project
http://cve.report/software/jhead_project/jhead
https://cve.report/CVE-2019-1010301
https://cve.report/CVE-2019-1010303
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