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CVE CVE-2019-10121
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-07-10 12:15:00 UTC
Updated 2020-08-24 17:37:00 UTC
Description eQ-3 HomeMatic CCU2 devices before 2.41.8 and CCU3 devices before 3.43.15 use session IDs for authentication but lacl

/ |

1|

Risk And Classification

Problem Types: CWE-306

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Eg-3 Ccu2 - All All All

Hardware Eg-3 Ccu2 - All All All

Operating System Eqg-3 Ccu2 Firmware All All All All

Operating System Eqg-3 Ccu2 Firmware All All All All

Hardware Eg-3 Ccu3 - All All All

Hardware Eg-3 Ccu3 - All All All

Operating System Eqg-3 Ccu3 Firmware All All All All

Operating System Eg-3 Ccu3 Firmware All All All All

Reference Source Link Tags

404 Not Found MISC o0s-s.de Broken Link
www.eq-3.de/Downloads/Software/HM-CCU2-Firmware_Updates/HM-CCU-2.41.9/HM-... MISC www.eg-3.de Release Notes, Vend
www.eq-3.de/Downloads/Software/CCU3-Firmware/CCU3-3.43.16/CCU3-Changelog.... ~ MISC www.eg-3.de Release Notes, Vend
CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov  canonical, analysis
| il



https://cve.report/
https://cve.report/CVE-2019-10121/mitre
https://cve.report/CVE-2019-10121/nist
https://cve.report/CVE-2019-10121/cve_org
https://cve.report/CVE-2019-10121.pdf
http://cve.report/vendor/eq-3
http://cve.report/software/eq-3/ccu2
http://cve.report/vendor/eq-3
http://cve.report/software/eq-3/ccu2
http://cve.report/vendor/eq-3
http://cve.report/software/eq-3/ccu2_firmware
http://cve.report/vendor/eq-3
http://cve.report/software/eq-3/ccu2_firmware
http://cve.report/vendor/eq-3
http://cve.report/software/eq-3/ccu3
http://cve.report/vendor/eq-3
http://cve.report/software/eq-3/ccu3
http://cve.report/vendor/eq-3
http://cve.report/software/eq-3/ccu3_firmware
http://cve.report/vendor/eq-3
http://cve.report/software/eq-3/ccu3_firmware
https://os-s.de/advisories/OSS-2018-01.pdf
https://www.eq-3.de/Downloads/Software/HM-CCU2-Firmware_Updates/HM-CCU-2.41.9/HM-CCU2-Changelog.2.41.9.pdf
https://www.eq-3.de/Downloads/Software/CCU3-Firmware/CCU3-3.43.16/CCU3-Changelog.3.43.16.pdf
https://www.cve.org/CVERecord?id=CVE-2019-10121
https://nvd.nist.gov/vuln/detail/CVE-2019-10121

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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