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Summary

CVE CVE-2019-10125

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-03-27 06:29:00 UTC

Updated 2021-06-02 15:25:00 UTC

Description An issue was discovered in aio_poll() in fs/aio.c in the Linux kernel through 5.0.4. A file may be released by aio_poll_wake() if an expected event is triggered immediately (e.g., by the close of a pair of pipes) after the return of vfs_poll(), and this will cause a use-after-free.

Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

Operating System Linux Linux Kernel 5.1 rc1 All All

Operating System Linux Linux Kernel All All All All

Application Netapp Active Iq Unified Manager All All All All

Hardware Netapp Cn1610 - All All All

Operating System Netapp Cn1610 Firmware - All All All

Application Netapp Hci Management Node - All All All

Application Netapp Snapprotect - All All All

Application Netapp Solidfire - All All All

References

Reference Source Link Tags

April 2019 Linux Kernel Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

support.f5.com/csp/article/K29215970 CONFIRM support.f5.com

Malformed Request BID www.securityfocus.com

aio: take an extra file reference before call vfs_poll() - Patchwork MISC patchwork.kernel.org Exploit, Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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