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Summary

CVE CVE-2019-10129

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-07-30 17:15:00 UTC

Updated 2023-02-03 14:26:00 UTC

Description A vulnerability was found in postgresql versions 11.x prior to 11.3. Using a purpose-crafted insert to a partitioned table, an attacker can read arbitrary bytes of server memory. In the default configuration, any user can create a partitioned table suitable for this attack. (Exploit prerequisites are the same as for CVE-2018-1052).

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Postgresql Postgresql All All All All

Application Postgresql Postgresql All All All All

References

Reference Source Link Tags

1707106 – (CVE-2019-10129) CVE-2019-10129 postgresql: Memory disclosure in partition routing CONFIRM bugzilla.redhat.com Issue Tracking, Third Party Advisory

PostgreSQL: Multiple vulnerabilities (GLSA 202003-03) — Gentoo security GENTOO security.gentoo.org Third Party Advisory

PostgreSQL: PostgreSQL 11.3, 10.8, 9.6.13, 9.5.17, and 9.4.22 Released! MISC www.postgresql.org Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

159270 Oracle Enterprise Linux Security Update for rh-postgresql10-postgresql (ELSA-2021-9290)

500535 Alpine Linux Security Update for postgresql

502003 Alpine Linux Security Update for postgresql14
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502003 Alpine Linux Security Update for postgresql14
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504302 Alpine Linux Security Update for postgresql14

http://cve.report/qid/502003
http://cve.report/qid/502769
http://cve.report/qid/504302
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2019-10129
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


