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CVE CVE-2019-10130
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-07-30 17:15:00 UTC
Updated 2020-09-30 14:08:00 UTC
Description A vulnerability was found in PostgreSQL versions 11.x up to excluding 11.3, 10.x up to excluding 10.8, 9.6.x up to, excludin

/ ]
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Risk And Classification

Problem Types: CWE-284

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Opensuse Leap 15.1 All All All
Operating System Opensuse Leap 15.1 All All All
Application Postgresql Postgresql All All All All
Application Postgresql Postgresql All All All All

References
Reference Source Link
PostgreSQL: Multiple vulnerabilities (GLSA 202003-03) — Gentoo security GENTOO  security.gentoc
PostgreSQL: PostgreSQL 11.3, 10.8, 9.6.13, 9.5.17, and 9.4.22 Released! MISC www.postgresc

1707109 — (CVE-2019-10130) CVE-2019-10130 postgresql: Selectivity estimators bypass row security policies CONFIRM  bugzilla.redhat.

[security-announce] openSUSE-SU-2020:1227-1: moderate: Security update f SUSE lists.opensuse.
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings


https://cve.report/
https://cve.report/CVE-2019-10130/mitre
https://cve.report/CVE-2019-10130/nist
https://cve.report/CVE-2019-10130/cve_org
https://cve.report/CVE-2019-10130.pdf
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/postgresql
http://cve.report/software/postgresql/postgresql
http://cve.report/vendor/postgresql
http://cve.report/software/postgresql/postgresql
https://security.gentoo.org/glsa/202003-03
https://www.postgresql.org/about/news/1939/
https://bugzilla.redhat.com/show_bug.cgi?id=CVE-2019-10130
http://lists.opensuse.org/opensuse-security-announce/2020-08/msg00043.html
https://www.cve.org/CVERecord?id=CVE-2019-10130
https://nvd.nist.gov/vuln/detail/CVE-2019-10130

159270 Oracle Enterprise Linux Security Update for rh-postgresql10-postgresql (ELSA-2021-9290)
500535 Alpine Linux Security Update for postgresql

502003 Alpine Linux Security Update for postgresqgl14

502769 Alpine Linux Security Update for postgresqgl15

504302 Alpine Linux Security Update for postgresqgl14

940299 AlmaLinux Security Update for postgresql:9.6 (ALSA-2020:5619)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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