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Summary

CVE CVE-2019-10132

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-05-22 18:29:00 UTC

Updated 2023-02-12 23:32:00 UTC

Description A vulnerability was found in libvirt >= 4.1.0 in the virtlockd-admin.socket and virtlogd-admin.socket systemd units. A missing SocketMode configuration parameter allows any user on the host to connect using virtlockd-admin-sock or virtlogd-admin-sock and perform administrative tasks against the virtlockd and virtlogd daemons.

Risk And Classification

Problem Types: CWE-732

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora - All All All

Operating System Fedoraproject Fedora - All All All

Application Redhat Libvirt All All All All

References

Reference Source

1706067 – (CVE-2019-10132) CVE-2019-10132 libvirt: wrong permissions in systemd admin-sock due to missing SocketMode parameter CONFIRM

[SECURITY] Fedora 29 Update: libvirt-4.7.0-5.fc29 - package-announce - Fedora Mailing-Lists MISC

[SECURITY] Fedora 29 Update: libvirt-4.7.0-5.fc29 - package-announce - Fedora Mailing-Lists FEDORA

Red Hat Customer Portal REDHAT

1706067 – (CVE-2019-10132) CVE-2019-10132 libvirt: wrong permissions in systemd admin-sock due to missing SocketMode parameter MISC

[SECURITY] Fedora 30 Update: libvirt-5.1.0-6.fc30 - package-announce - Fedora Mailing-Lists FEDORA

Libvirt Security Notice: LSN-2019-0003 MISC

[SECURITY] Fedora 30 Update: libvirt-5.1.0-6.fc30 - package-announce - Fedora Mailing-Lists MISC

USN-4021-1: libvirt vulnerabilities | Ubuntu security notices UBUNTU

Red Hat Customer Portal MISC

Red Hat Customer Portal REDHAT
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Red Hat Customer Portal REDHAT

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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376996 Alibaba Cloud Linux Security Update for libvirt (ALINUX2-SA-2019:0035)

377413 Alibaba Cloud Linux Security Update for virt:rhel and virt-devel:rhel (ALINUX3-SA-2022:0119)
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