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Summary

CVE CVE-2019-10136

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-07-02 20:15:00 UTC

Updated 2023-02-12 23:32:00 UTC

Description It was found that Spacewalk, all versions through 2.9, did not safely compute client token checksums. An attacker with a valid, but expired, authenticated set of headers could move some digits around, artificially extending the session validity without modifying the checksum.

Risk And Classification

Problem Types: CWE-347

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Satellite 5.8 All All All

Application Redhat Satellite 5.8 All All All

Application Redhat Spacewalk All All All All

References

Reference Source

1708696 – (CVE-2019-10136) CVE-2019-10136 spacewalk: Insecure computation of authentication signatures during user authentication MISC

Red Hat Customer Portal MISC

Red Hat Customer Portal MISC

1708696 – (CVE-2019-10136) CVE-2019-10136 spacewalk: Insecure computation of authentication signatures during user authentication CONFIRM

Red Hat Spacewalk CVE-2019-10136 Authentication Bypass Vulnerability BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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