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State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-05-24 17:29:00 UTC
Updated 2023-11-07 03:02:00 UTC
Description ** DISPUTED ** It was discovered freeradius up to and including version 3.0.19 does not correctly configure logrotate, allov
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Risk And Classification

Problem Types: CWE-250 | CWE-266

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 29 All All All

Operating System Fedoraproject Fedora 30 All All All

Operating System Fedoraproject Fedora 29 All All All

Operating System Fedoraproject Fedora 30 All All All

Application Freeradius Freeradius All All All All

Operating System Redhat Enterprise Linux 8.0 All All All

Operating System Redhat Enterprise Linux 8.0 All All All

Reference Source Link
[SECURITY] Fedora 30 Update: freeradius-3.0.19-3.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.
[SECURITY] Fedora 30 Update: freeradius-3.0.19-3.fc30 - package-announce - Fedora Mailing-Lists MISC lists.
Red Hat Customer Portal REDHAT  acce
FreeRadius 3.0.19 Logrotate Privilege Escalation = Packet Storm MISC pack
Red Hat Customer Portal - Access to 24x7 support and knowledge MISC acce
Releases MISC freer
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http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/freeradius
http://cve.report/software/freeradius/freeradius
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/TKODLHHUOVAYENTBP4D3N25ST3Q6LJBP/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/TKODLHHUOVAYENTBP4D3N25ST3Q6LJBP/
https://access.redhat.com/errata/RHSA-2019:3353
http://packetstormsecurity.com/files/155361/FreeRadius-3.0.19-Logrotate-Privilege-Escalation.html
https://access.redhat.com/errata/RHSA-2020:3984
https://freeradius.org/security/
https://bugzilla.redhat.com/show_bug.cgi?id=CVE-2019-10143

[SECURITY] Fedora 29 Update: freeradius-3.0.19-3.fc29 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 29 Update: freeradius-3.0.19-3.fc29 - package-announce - Fedora Mailing-Lists

su to radiusd user/group when rotating logs by cipherboy - Pull Request #2666 - FreeRADIUS/freeradius-server - GitHub
Full Disclosure: [AIT-SA-20191112-01] CVE-2019-10143: Privilege Escalation via Logrotate in FreeRadius
CVE-2019-10143 - Red Hat Customer Portal
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No vendor comments have been submitted for this CVE.
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Legacy QID Mappings

159656 Oracle Enterprise Linux Security Update for freeradius:3.0 security and bug fix update (ELSA-2019-3353)

377276 Alibaba Cloud Linux Security Update for freeradius (ALINUX2-SA-2020:0148)

500187 Alpine Linux Security Update for freeradius

503927 Alpine Linux Security Update for freeradius
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