
CVE-2019-10153
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2019-10153

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-07-30 23:15:00 UTC

Updated 2023-02-02 18:58:00 UTC

Description A flaw was discovered in fence-agents, prior to version 4.3.4, where using non-ASCII characters in a guest VM's comment or other fields would cause fence_rhevm to exit with an exception. In cluster environments, this could lead to preventing automated recovery or otherwise denying service to clusters of which that VM is a member.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Clusterlabs Fence-agents All All All All

Application Clusterlabs Fence-agents All All All All

Operating System Redhat Enterprise Linux 8.0 All All All

Operating System Redhat Enterprise Linux 8.0 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All

References

Reference Source Link

fence_rhevm: fix debug encoding issues by oalbrigt · Pull Request #272 · ClusterLabs/fence-agents · GitHub CONFIRM github.com

fence_rhevm: Changed Encoding to UTF-8 by Numblesix · Pull Request #255 · ClusterLabs/fence-agents · GitHub CONFIRM github.com

Red Hat Customer Portal REDHAT access.redhat.com

1716286 – (CVE-2019-10153) CVE-2019-10153 fence-agents: mis-handling of non-ASCII characters in guest comment fields CONFIRM bugzilla.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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