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CVE CVE-2019-10157
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-06-12 14:29:00 UTC
Updated 2019-10-09 23:44:00 UTC
Description It was found that Keycloak's Node.js adapter before version 4.8.3 did not properly verify the web token received from the se

/ |

1|

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Redhat Keycloak All All All All

Application Redhat Keycloak All All All All

Application Redhat Single Sign-on All All All All

Application Redhat Single Sign-on All All All All

Reference Source L
1702953 — (CVE-2019-10157) CVE-2019-10157 keycloak: Node.js adapter internal NBF can be manipulated leading to DoS. CONFIRM &t
keycloak CVE-2019-10157 Local Denial of Service Vulnerability BID v
CVE Program record CVE.ORG v
NVD vulnerability detail NVD n

/ |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

981704 Nodejs (npm) Security Update for keycloak-connect (GHSA-68hw-vfh7-xvg8)
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