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CVE CVE-2019-10163
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-07-30 23:15:00 UTC
Updated 2023-02-03 14:27:00 UTC
Description A Vulnerability has been found in PowerDNS Authoritative Server before versions 4.1.9, 4.0.8 allowing a remote, authorizec
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Risk And Classification

Problem Types: CWE-770

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Opensuse Backports sle-15 - All All

Operating System Opensuse Backports sle-15 sp1 All All

Operating System Opensuse Leap 15.0 All All All

Operating System Opensuse Leap 15.1 All All All

Operating System Opensuse Leap 15.0 All All All

Operating System Opensuse Leap 15.1 All All All

Application Powerdns Authoritative All All All All

Application Powerdns Authoritative 4.1.0 - All All

Application Powerdns Authoritative All All All All

Application Powerdns Authoritative 4.1.0 - All All

Reference Source
[security-announce] openSUSE-SU-2019:1921-1: important: Security update SUSE
[security-announce] openSUSE-SU-2019:1904-1: important: Security update SUSE

PowerDNS Security Advisory 2019-05: Denial of service via NOTIFY packets — PowerDNS Authoritative Server documentation MISC
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

375502 PowerDNS Authoritative Server Denial of Service Vulnerability

501119 Alpine Linux Security Update for pdns
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