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Summary

CVE CVE-2019-10164

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-06-26 16:15:00 UTC

Updated 2023-11-07 03:02:00 UTC

Description PostgreSQL versions 10.x before 10.9 and versions 11.x before 11.4 are vulnerable to a stack-based buffer overflow. Any authenticated user can overflow a stack-based buffer by changing the user's own password to a purpose-crafted value. This often suffices to execute arbitrary code as the PostgreSQL operating system account.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 29 All All All

Operating System Fedoraproject Fedora 30 All All All

Operating System Fedoraproject Fedora 29 All All All

Operating System Fedoraproject Fedora 30 All All All

Operating System Opensuse Leap 15.0 All All All

Operating System Opensuse Leap 15.1 All All All

Operating System Opensuse Leap 15.0 All All All

Operating System Opensuse Leap 15.1 All All All

Application Postgresql Postgresql All All All All

Application Postgresql Postgresql All All All All

Operating System Redhat Enterprise Linux 8.0 All All All

Operating System Redhat Enterprise Linux 8.0 All All All

References

Reference Source Link

[SECURITY] Fedora 30 Update: postgresql-11.4-1.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

1719698 – (CVE-2019-10164) CVE-2019-10164 postgresql: Stack-based buffer overflow via setting a password CONFIRM bugzilla.redhat.com
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[security-announce] openSUSE-SU-2019:1773-1: moderate: Security update f SUSE lists.opensuse.org

[SECURITY] Fedora 29 Update: postgresql-10.9-1.fc29 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 30 Update: postgresql-11.4-1.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

PostgreSQL: Multiple vulnerabilities (GLSA 202003-03) — Gentoo security GENTOO security.gentoo.org

PostgreSQL: PostgreSQL 11.4, 10.9, 9.6.14, 9.5.18, 9.4.23, and 12 Beta 2 Released! MISC www.postgresql.org

[SECURITY] Fedora 29 Update: postgresql-10.9-1.fc29 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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159270 Oracle Enterprise Linux Security Update for rh-postgresql10-postgresql (ELSA-2021-9290)

500536 Alpine Linux Security Update for postgresql

502004 Alpine Linux Security Update for postgresql14

502770 Alpine Linux Security Update for postgresql15

504303 Alpine Linux Security Update for postgresql14

505662 Alpine Linux Security Update for postgresql15
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