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Summary

CVE CVE-2019-10172

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-18 17:15:00 UTC

Updated 2023-02-12 23:33:00 UTC

Description A flaw was found in org.codehaus.jackson:jackson-mapper-asl:1.9.x libraries. XML external entity vulnerabilities similar CVE-2016-3720 also affects codehaus jackson-mapper-asl libraries but in different classes.

Risk And Classification

Problem Types: CWE-611

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Spark 3.0.1 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Fasterxml Jackson-mapper-asl All All All All

Application Redhat Jboss Enterprise Application Platform 7.0 All All All

Application Redhat Jboss Enterprise Application Platform 7.0 All All All

Application Redhat Jboss Fuse 7.0.0 All All All

Application Redhat Jboss Fuse 7.0.0 All All All

References

Reference Source Link

Pony Mail! MLIST lists.apache.org

Pony Mail! MLIST lists.apache.org

Pony Mail! MISC lists.apache.org

Pony Mail! MISC lists.apache.org

[SECURITY] [DLA 2091-1] libjackson-json-java security update MLIST lists.debian.org
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https://lists.apache.org/thread.html/rb47911c179c9f3e8ea3f134b5645e63cd20c6fc63bd0b43ab5864bd1@%253Ccommits.cassandra.apache.org%253E
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https://lists.apache.org/thread.html/r6dea2a887f5eb1d68f124d64b14cd1a04f682f06de8cd01b7e4214e0%2540%253Cissues.hive.apache.org%253E
https://lists.apache.org/thread.html/r5f16a1bd31a7e94ca78eda686179930781aa3a4a990cd55986703581@%253Cdev.hive.apache.org%253E
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

https://lists.apache.org/thread.html/r48a32f2dd6976d33f7a12b7e09ec7ea1895f8facba82b565587c28ac%2540%253Ccommon-issues.hadoop.apache.org%253E
https://lists.apache.org/thread.html/r385c35a7c6f4acaacf37fe22922bb8e2aed9d322d0fa6dc1d45acddb%2540%253Ccommits.cassandra.apache.org%253E
https://lists.apache.org/thread.html/r68acf97f4526ba59a33cc6e592261ea4f85d890f99e79c82d57dd589@%253Cissues.spark.apache.org%253E
https://lists.apache.org/thread.html/ra37700b842790883b9082e6b281fb7596f571b13078a4856cd38f2c2%2540%253Ccommits.cassandra.apache.org%253E
https://lists.apache.org/thread.html/r37eb6579fa0bf94a72b6c978e2fee96f68a2b1b3ac1b1ce60aee86cf@%253Ccommits.cassandra.apache.org%253E
https://lists.apache.org/thread.html/r1f07e61b3ebabd3e5b4aa97bf1b26d98b793fdfa29a23dac60633f55%2540%253Ccommon-issues.hadoop.apache.org%253E
https://lists.apache.org/thread.html/rce00a1c60f7df4b10e72fa87827c102f55b074bb91993631df2c21f9%2540%253Cdev.hive.apache.org%253E
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https://lists.apache.org/thread.html/ra37700b842790883b9082e6b281fb7596f571b13078a4856cd38f2c2@%253Ccommits.cassandra.apache.org%253E
https://lists.apache.org/thread.html/r43c6f75d203b8afc4fbd6c3200db0384a18a11c59d085b1a9bb0ccfe%2540%253Cuser.hadoop.apache.org%253E
https://lists.apache.org/thread.html/r43c6f75d203b8afc4fbd6c3200db0384a18a11c59d085b1a9bb0ccfe@%253Cuser.hadoop.apache.org%253E
https://lists.apache.org/thread.html/rb036bf32e4dacc49335e3bdc1be8e53d6f54df692ac8e2251a6884bd%2540%253Ccommon-issues.hadoop.apache.org%253E
https://lists.apache.org/thread.html/r0066c1e862613de402fee04e81cbe00bcd64b64a2711beb9a13c3b25@%253Ccommits.cassandra.apache.org%253E
https://lists.apache.org/thread.html/re07c51a8026c11e6e5513bfdc66d52d1c1027053e480fb8073356257@%253Ccommits.cassandra.apache.org%253E
https://lists.apache.org/thread.html/r37eb6579fa0bf94a72b6c978e2fee96f68a2b1b3ac1b1ce60aee86cf%2540%253Ccommits.cassandra.apache.org%253E
https://lists.apache.org/thread.html/r1edabcfacdad42d3c830464e9cf07a9a489059a7b7a8642cf055542d@%253Cissues.hive.apache.org%253E
https://lists.apache.org/thread.html/r0fbf2c60967bc9f73d7f5a62ad3b955789f9a14b950f42e99fca9b4e%2540%253Cissues.hive.apache.org%253E
https://lists.apache.org/thread.html/r4bbfa1439d7a4e1712e260bfc3d90f7cf997abfd641cccde6432d4ab%2540%253Ccommits.cassandra.apache.org%253E
https://lists.apache.org/thread.html/rb8c09b14fd57d855dc21e0a037dc29258c2cbe9c1966bfff453a02e4@%253Ccommon-issues.hadoop.apache.org%253E
https://lists.apache.org/thread.html/r1f07e61b3ebabd3e5b4aa97bf1b26d98b793fdfa29a23dac60633f55@%253Ccommon-issues.hadoop.apache.org%253E
https://lists.apache.org/thread.html/r634468eb3218ab02713128ff6f4818c618622b2b3de4d958138dde49%2540%253Ccommits.cassandra.apache.org%253E
https://lists.apache.org/thread.html/r0066c1e862613de402fee04e81cbe00bcd64b64a2711beb9a13c3b25%2540%253Ccommits.cassandra.apache.org%253E
https://lists.apache.org/thread.html/r04ecadefb27cda84b699130b11b96427f1d8a7a4066d8292f7f15ed8%2540%253Ccommon-issues.hadoop.apache.org%253E
https://lists.apache.org/thread.html/r0d8c3e32a0a2d8a0b6118f5b3487d363afdda80c996d7b930097383d%2540%253Ccommon-issues.hadoop.apache.org%253E
https://lists.apache.org/thread.html/re07c51a8026c11e6e5513bfdc66d52d1c1027053e480fb8073356257%2540%253Ccommits.cassandra.apache.org%253E
https://lists.apache.org/thread.html/r386966780034aadee69ffd82d44555117c9339545b9ce990fe490a3e%2540%253Ccommits.cassandra.apache.org%253E
https://www.cve.org/CVERecord?id=CVE-2019-10172
https://nvd.nist.gov/vuln/detail/CVE-2019-10172
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