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Summary

CVE CVE-2019-10177

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-06-27 21:15:00 UTC

Updated 2020-09-30 19:51:00 UTC

Description A stored cross-site scripting (XSS) vulnerability was found in the PDF export component of CloudForms, versions 5.9 and 5.10, due to user input is not properly sanitized. An attacker with least privilege to edit compute is able to execute a XSS attack against other users, which could lead to malicious code execution and extraction of the anti-CSRF token of higher privileged users.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Cloudforms Management Engine 5.10 All All All

Application Redhat Cloudforms Management Engine 5.9 All All All

Application Redhat Cloudforms Management Engine 5.10 All All All

Application Redhat Cloudforms Management Engine 5.9 All All All

References

Reference

Red Hat CloudForms CVE-2019-10177 HTML Injection Vulnerability

1724241 – (CVE-2019-10177) CVE-2019-10177 CloudForms: Store XSS in PDF exports feature allows code execution of Javascript and HTML input

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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