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CVE CVE-2019-10181
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-07-31 23:15:00 UTC
Updated 2023-02-12 23:33:00 UTC
Description It was found that in icedtea-web up to and including 1.7.2 and 1.8.2 executable code could be injected in a JAR file without
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Risk And Classification

Problem Types: CWE-345

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 8.0 All All All
Application Icedtea-web Project Icedtea-web 1.8.2 All All All
Application Icedtea-web Project Icedtea-web All All All All
Application Icetea-web Project Icetea-web 1.8.2 All All All
Application Icetea-web Project Icetea-web 1.8.2 All All All
Application Icetea-web Project Icetea-web All All All All
Operating System Opensuse Leap 15.0 All All All
Reference

fixing CVEs 2019- 10181, 10182, 10185 found by Imre Rad - master by judovana - Pull Request #344 - AdoptOpenJDK/IcedTea-Web - GitHuk
1725928 — (CVE-2019-10181) CVE-2019-10181 icedtea-web: unsigned code injection in a signed JAR file

Bugtrag: CVE-2019-10181, CVE-2019-10182, CVE-2019-10185: IcedTea-Web vulnerabilities leading to RCE

1725928 — (CVE-2019-10181) CVE-2019-10181 icedtea-web: unsigned code injection in a signed JAR file

CVE-2019-10181 - Red Hat Customer Portal

[SECURITY] [DLA 1914-1] icedtea-web security update

[security-announce] openSUSE-SU-2019:1911-1: important: Security update
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upcoming security release 31.7.2019 - Issue #327 - AdoptOpendDK/IcedTea-Web - GitHub
IcedTeaWeb: Multiple vulnerabilities (GLSA 202107-51) — Gentoo security

IcedTeaWeb Validation Bypass / Directory Traversal / Code Execution ~ Packet Storm
Red Hat Customer Portal

Red Hat Customer Portal

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings |

377125 Alibaba Cloud Linux Security Update for icedtea-web (ALINUX3-SA-2022:0037)
670277 EulerOS Security Update for icedtea-web (EulerOS-SA-2021-1800)

670626 EulerOS Security Update for icedtea-web (EulerOS-SA-2021-2384)

710044 Gentoo Linux IcedTeaWeb Multiple Vulnerabilities (GLSA 202107-51)

753209 SUSE Enterprise Linux Security Update for icedtea-web (SUSE-SU-2022:1259-1)
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