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CVE CVE-2019-10190
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-07-16 18:15:00 UTC
Updated 2023-02-12 23:33:00 UTC
Description A vulnerability was discovered in DNS resolver component of knot resolver through version 3.2.0 before 4.1.0 which allows
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 29 All All All
Operating System Fedoraproject Fedora 30 All All All
Operating System Fedoraproject Fedora 29 All All All
Operating System Fedoraproject Fedora 30 All All All
Application Nic Knot Resolver All All All All
Application Nic Knot Resolver All All All All
Application Nic Knot Resolver All All All All
Reference

[SECURITY] Fedora 30 Update: knot-resolver-4.1.0-1.fc30 - package-announce - Fedora Mailing-Lists

Knot Resolver 4.1.0 released — Knot Resolver

[SECURITY] Fedora 30 Update: knot-resolver-4.1.0-1.fc30 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 29 Update: knot-resolver-4.1.0-1.fc29 - package-announce - Fedora Mailing-Lists

1727208 — (CVE-2019-10190) CVE-2019-10190 knot-resolver: improper input validation in DNS resolver allows remote attacker to bypass DN
[SECURITY] Fedora 29 Update: knot-resolver-4.1.0-1.fc29 - package-announce - Fedora Mailing-Lists
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

501027 Alpine Linux Security Update for knot-resolver
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