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Summary

CVE CVE-2019-10194

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-07-11 19:15:00 UTC

Updated 2023-03-01 16:32:00 UTC

Description Sensitive passwords used in deployment and configuration of oVirt Metrics, all versions. were found to be insufficiently protected. Passwords could be disclosed in log files (if playbooks are run with -v) or in playbooks stored on Metrics or Bastion hosts.

Risk And Classification

Problem Types: CWE-532

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ovirt Ovirt All All All All

Application Ovirt Ovirt All All All All

Application Redhat Virtualization Manager 4.3 All All All

References

Reference Source

Red Hat Customer Portal - Access to 24x7 support and knowledge REDHAT

1726007 – (CVE-2019-10194) CVE-2019-10194 ovirt-engine-metrics: disclosure of sensitive passwords in log files and ansible playbooks MISC

Malformed Request BID

CVE-2019-10194 - Red Hat Customer Portal MISC

1726007 – (CVE-2019-10194) CVE-2019-10194 ovirt-engine-metrics: disclosure of sensitive passwords in log files and ansible playbooks CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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