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Summary

CVE CVE-2019-10195

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-27 08:15:00 UTC

Updated 2023-11-07 03:02:00 UTC

Description A flaw was found in IPA, all 4.6.x versions before 4.6.7, all 4.7.x versions before 4.7.4 and all 4.8.x versions before 4.8.3, in the way that FreeIPA's batch processing API logged operations. This included passing user passwords in clear text on FreeIPA masters. Batch processing of commands with passwords as arguments or options is not performed by default in FreeIPA but is possible by third-party components. An attacker having access to system logs on FreeIPA masters could use this flaw to produce log file content with passwords exposed.

Risk And Classification

Problem Types: CWE-532

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 30 All All All

Operating System Fedoraproject Fedora 31 All All All

Operating System Fedoraproject Fedora 30 All All All

Operating System Fedoraproject Fedora 31 All All All

Application Freeipa Freeipa All All All All

Application Freeipa Freeipa All All All All

References

Reference Source Link

[SECURITY] Fedora 30 Update: freeipa-4.8.3-1.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 30 Update: freeipa-4.8.3-1.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

Red Hat Customer Portal REDHAT access.redhat.com

[SECURITY] Fedora 31 Update: freeipa-4.8.3-1.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 31 Update: freeipa-4.8.3-1.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Red Hat Customer Portal REDHAT access.redhat.com

1726223 – (CVE-2019-10195) CVE-2019-10195 ipa: Batch API logging user passwords to /var/log/httpd/error_log CONFIRM bugzilla.redhat.com
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Releases/4.7.4 - FreeIPA MISC www.freeipa.org

Releases/4.6.7 - FreeIPA MISC www.freeipa.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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