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A flaw was found in samba versions 4.9.x up to 4.9.13, samba 4.10.x up to 4.10.8 and samba 4.11.x up to 4.11.0rc3, when
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Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 19.04 All All All
Canonical Ubuntu Linux 19.04 All All All
Debian Debian Linux 10.0 All All All
Debian Debian Linux 10.0 All All All
Samba Samba 4.10.0 rcl All All
Samba Samba 4.10.0 rc2 All All
Samba Samba 4.10.0 rc3 All All
Samba Samba 4.10.0 rc4 All All
Samba Samba 4.11.0 All All All
Samba Samba 4.11.0 rcl All All
Samba Samba 4.11.0 rc2 All All
Samba Samba 4.11.0 rc3 All All
Samba Samba 4.9.0 rcl All All
Samba Samba 4.9.0 rc2 All All
Samba Samba 4.9.0 rc3 All All
Samba Samba 4.9.0 rc4 All All
Samba Samba 4.9.0 rcs All All


https://cve.report/
https://cve.report/CVE-2019-10197/mitre
https://cve.report/CVE-2019-10197/nist
https://cve.report/CVE-2019-10197/cve_org
https://cve.report/CVE-2019-10197.pdf
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba

Application Samba Samba 4.10.0 rci All All
Application Samba Samba 4.10.0 rc2 All All
Application Samba Samba 4.10.0 rc3 All All
Application Samba Samba 4.10.0 rc4 All All
Application Samba Samba 4.11.0 All All All
Application Samba Samba 4.11.0 rcl All All
Application Samba Samba 4.11.0 rc2 All All
Application Samba Samba 4.11.0 rc3 All All
Application Samba Samba 4.9.0 rci All All
Application Samba Samba 4.9.0 rc2 All All
Application Samba Samba 4.9.0 rc3 All All
Application Samba Samba 4.9.0 rc4 All All
Application Samba Samba 4.9.0 rch All All
Application Samba Samba All All All All
Application Samba Samba All All All All
Reference

Red Hat Customer Portal

myF5

[SECURITY] Fedora 31 Update: samba-4.11.0-3.fc31 - package-announce - Fedora Mailing-Lists
Red Hat Customer Portal

[security-announce] openSUSE-SU-2019:2142-1: moderate: Security update f

1746225 — (CVE-2019-10197) CVE-2019-10197 samba: Combination of parameters and permissions can allow user to escape from the share
Bugtrag: [SECURITY] [DSA 4513-1] samba security update

[SECURITY] Fedora 30 Update: samba-4.10.8-0.fc30 - package-announce - Fedora Mailing-Lists
support.f5.com/csp/article/K69511801

Debian -- Security Information -- DSA-4513-1 samba

[SECURITY] Fedora 30 Update: samba-4.10.8-0.fc30 - package-announce - Fedora Mailing-Lists
CVE-2019-10197 Samba Vulnerability in NetApp Products | NetApp Product Security
USN-4121-1: Samba vulnerability | Ubuntu security notices
support.f5.com/csp/article/K69511801

Samba - Security Announcement Archive

[SECURITY] Fedora 29 Update: samba-4.9.13-0.fc29 - package-announce - Fedora Mailing-Lists

Samba: Multiple vulnerabilities (GLSA 202003-52) — Gentoo security
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CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings |

296075 Oracle Solaris 11.4 Support Repository Update (SRU) 21.69.0 Missing (CPUAPR2020)
377231 Alibaba Cloud Linux Security Update for samba (ALINUX2-SA-2020:0079)

377403 Alibaba Cloud Linux Security Update for samba (ALINUX3-SA-2021:0077)

500621 Alpine Linux Security Update for samba

504383 Alpine Linux Security Update for samba
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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site. This site includes MITRE data granted under the following license.
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