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CVE CVE-2019-10198
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-07-31 22:15:00 UTC
Updated 2020-09-30 18:16:00 UTC
Description An authentication bypass vulnerability was discovered in foreman-tasks before 0.15.7. Previously, commit tasks were searc

/ ]

1|

Risk And Classification

Problem Types: CWE-306

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Redhat Satellite 6.6 All All All
Application Redhat Satellite 6.6 All All All
Application Theforeman Foreman-tasks All All All All
Application Theforeman Foreman-tasks All All All All

References
Reference Sourc:
Red Hat Customer Portal REDH.
Bug #27275: CVE-2019-10198 Authorization bypasses when accessing task details - foreman-tasks - Foreman MISC

1729130 — (CVE-2019-10198) CVE-2019-10198 foreman: authorization bypasses in foreman-tasks leading to information disclosure  CONF
CVE Program record CVE.C

NVD vulnerability detail NVD

AR A

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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