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graphgl-engine (aka Hasura GraphQL Engine) before 1.0.0-beta.3 mishandles the audience check while verifying JWT.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)
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Application
Application
Application
Application

Application

Application

Vendor

Hasura

Hasura

Hasura

Hasura

Hasura

Hasura

Hasura

Hasura

Product

Graphgl Engine
Graphql Engine
Graphgl Engine
Graphql Engine
Graphqgl Engine
Graphql Engine
Graphql Engine

Graphgl Engine

Version

All

1.0.0

1.0.0

1.0.0

All

1.0.0

Update

All

beta.1
beta.2
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beta.1

beta.2

Edition

All

All
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All

All

All

All

Language
All
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All

All

References

Reference

CVE Program record

1

NVD vulnerability detail

Source

Merge pull request from GHSA-2j98-fw5g-j43v - hasura/graphqgl-engine@f2f14e7 - GitHub  MISC

CVE.ORG www.cve.org

NVD

Link

github.com

nvd.nist.gov

Tags
Patch, Third Party A
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canonical, analysis
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No vendor comments have been submitted for this CVE.


https://cve.report/
https://cve.report/CVE-2019-1020015/mitre
https://cve.report/CVE-2019-1020015/nist
https://cve.report/CVE-2019-1020015/cve_org
https://cve.report/api/cve/CVE-2019-1020015.json
https://cve.report/CVE-2019-1020015.pdf
http://cve.report/vendor/hasura
http://cve.report/software/hasura/graphql_engine
http://cve.report/vendor/hasura
http://cve.report/software/hasura/graphql_engine
http://cve.report/vendor/hasura
http://cve.report/software/hasura/graphql_engine
http://cve.report/vendor/hasura
http://cve.report/software/hasura/graphql_engine
http://cve.report/vendor/hasura
http://cve.report/software/hasura/graphql_engine
http://cve.report/vendor/hasura
http://cve.report/software/hasura/graphql_engine
http://cve.report/vendor/hasura
http://cve.report/software/hasura/graphql_engine
http://cve.report/vendor/hasura
http://cve.report/software/hasura/graphql_engine
https://github.com/hasura/graphql-engine/commit/f2f14e727b051e3003ba44b9b63eab8186b291ac
https://www.cve.org/CVERecord?id=CVE-2019-1020015
https://nvd.nist.gov/vuln/detail/CVE-2019-1020015

There are currently no legacy QID mappings associated with this CVE.
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