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Summary

CVE CVE-2019-10203

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-22 13:15:00 UTC

Updated 2022-11-30 21:26:00 UTC

Description PowerDNS Authoritative daemon , pdns versions 4.0.x before 4.0.9, 4.1.x before 4.1.11, exiting when encountering a serial between 2^31 and 2^32-1 while trying to notify a slave leads to DoS.

Risk And Classification

Problem Types: CWE-681

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel - All All All

Operating System Linux Linux Kernel - All All All

Application Powerdns Authoritative Server All All All All

Application Powerdns Authoritative Server All All All All

References

Reference

PowerDNS Security Advisory 2019-06: Denial of service via crafted zone records — PowerDNS Authoritative Server documentation

1731175 – (CVE-2019-10203) CVE-2019-10203 pdns: PowerDNS Authoritative daemon exiting when encountering a serial between 2^31 and 2^32-1 while trying to notify a slave leads to DoS

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

501120 Alpine Linux Security Update for pdns
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