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Summary

CVE CVE-2019-10207

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-25 14:15:00 UTC

Updated 2023-02-12 23:33:00 UTC

Description A flaw was found in the Linux kernel's Bluetooth implementation of UART, all versions kernel 3.x.x before 4.18.0 and kernel 5.x.x. An attacker with local access and write permissions to the Bluetooth hardware could use this flaw to issue a specially crafted ioctl function call and cause the system to crash.

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

Operating System Linux Linux Kernel All All All All

Operating System Linux Linux Kernel All All All All

References

Reference Source Link

Red Hat Customer Portal MISC access.redhat.com

Red Hat Customer Portal MISC access.redhat.com

Red Hat Customer Portal MISC access.redhat.com

Red Hat Customer Portal MISC access.redhat.com

1733874 – (CVE-2019-10207) CVE-2019-10207 kernel: null-pointer dereference in hci_uart_set_flow_control MISC bugzilla.redhat.com

December 2019 Linux Kernel Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

1733874 – (CVE-2019-10207) CVE-2019-10207 kernel: null-pointer dereference in hci_uart_set_flow_control CONFIRM bugzilla.redhat.com

Red Hat Customer Portal MISC access.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

https://cve.report/
https://cve.report/CVE-2019-10207/mitre
https://cve.report/CVE-2019-10207/nist
https://cve.report/CVE-2019-10207/cve_org
https://cve.report/CVE-2019-10207.pdf
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
https://access.redhat.com/errata/RHSA-2020:1070
https://access.redhat.com/errata/RHSA-2019:3309
https://access.redhat.com/errata/RHSA-2019:3517
https://access.redhat.com/errata/RHSA-2020:1016
https://bugzilla.redhat.com/show_bug.cgi?id=1733874
https://security.netapp.com/advisory/ntap-20200103-0001/
https://bugzilla.redhat.com/show_bug.cgi?id=CVE-2019-10207
https://access.redhat.com/security/cve/CVE-2019-10207
https://www.cve.org/CVERecord?id=CVE-2019-10207
https://nvd.nist.gov/vuln/detail/CVE-2019-10207


No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

159453 Oracle Enterprise Linux Security Update for Unbreakable Enterprise kernel (ELSA-2021-9534)

390250 Oracle Managed Virtualization (VM) Server for x86 Security Update for kernel (OVMSA-2021-0036)

http://cve.report/qid/159453
http://cve.report/qid/390250
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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