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Summary

CVE CVE-2019-10208

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-10-29 19:15:00 UTC

Updated 2020-08-17 19:15:00 UTC

Description A flaw was discovered in postgresql versions 9.4.x before 9.4.24, 9.5.x before 9.5.19, 9.6.x before 9.6.15, 10.x before 10.10 and 11.x before 11.5 where arbitrary SQL statements can be executed given a suitable SECURITY DEFINER function. An attacker, with EXECUTE permission on the function, can execute arbitrary SQL as the owner of the function.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Postgresql Postgresql All All All All

Application Postgresql Postgresql All All All All

References

Reference

1734416 – (CVE-2019-10208) CVE-2019-10208 postgresql: TYPE in pg_temp executes arbitrary SQL during SECURITY DEFINER execution

[security-announce] openSUSE-SU-2020:1227-1: moderate: Security update f

PostgreSQL: PostgreSQL 11.5, 10.10, 9.6.15, 9.5.19, 9.4.24, and 12 Beta 3 Released!

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

159172 Oracle Enterprise Linux Security Update for postgresql (ELSA-2021-1512)

159270 Oracle Enterprise Linux Security Update for rh-postgresql10-postgresql (ELSA-2021-9290)

239266 Red Hat Update for postgresql (RHSA-2021:1512)
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CVE.report and Source URL Uptime Status status.cve.report

239266 Red Hat Update for postgresql (RHSA-2021:1512)

257093 CentOS Security Update for postgresql (CESA-2021:1512)

257095 CentOS Security Update for postgresql (CESA-2021:1512)

352389 Amazon Linux Security Advisory for postgresql: ALAS2-2021-1665

352472 Amazon Linux Security Advisory for postgresql92: ALAS-2021-1519

352821 Amazon Linux Security Advisory for postgresql9: AL2012-2021-345

377029 Alibaba Cloud Linux Security Update for postgresql (ALINUX2-SA-2021:0028)

500537 Alpine Linux Security Update for postgresql

502005 Alpine Linux Security Update for postgresql14

502771 Alpine Linux Security Update for postgresql15

504304 Alpine Linux Security Update for postgresql14

505663 Alpine Linux Security Update for postgresql15

730155 McAfee Web Gateway Multiple Vulnerabilities(WP-3580, WP-3656, WP-3815, WP-3878, WP-3882, WP-3934,WP-3935, WP-
3936, WP-3999)

940299 AlmaLinux Security Update for postgresql:9.6 (ALSA-2020:5619)

http://cve.report/qid/239266
http://cve.report/qid/257093
http://cve.report/qid/257095
http://cve.report/qid/352389
http://cve.report/qid/352472
http://cve.report/qid/352821
http://cve.report/qid/377029
http://cve.report/qid/500537
http://cve.report/qid/502005
http://cve.report/qid/502771
http://cve.report/qid/504304
http://cve.report/qid/505663
http://cve.report/qid/730155
http://cve.report/qid/940299
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2019-10208
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


