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Summary

CVE CVE-2019-10209

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-10-29 19:15:00 UTC

Updated 2020-10-01 16:53:00 UTC

Description Postgresql, versions 11.x before 11.5, is vulnerable to a memory disclosure in cross-type comparison for hashed subplan.

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Postgresql Postgresql All All All All

Application Postgresql Postgresql All All All All

References

Reference Source Link

1734447 – (CVE-2019-10209) CVE-2019-10209 postgresql: Memory disclosure in cross-type comparison for hashed subplan CONFIRM bugzilla.redhat.com

PostgreSQL: PostgreSQL 11.5, 10.10, 9.6.15, 9.5.19, 9.4.24, and 12 Beta 3 Released! CONFIRM www.postgresql.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500537 Alpine Linux Security Update for postgresql

502005 Alpine Linux Security Update for postgresql14

502771 Alpine Linux Security Update for postgresql15

https://cve.report/
https://cve.report/CVE-2019-10209/mitre
https://cve.report/CVE-2019-10209/nist
https://cve.report/CVE-2019-10209/cve_org
https://cve.report/CVE-2019-10209.pdf
http://cve.report/vendor/postgresql
http://cve.report/software/postgresql/postgresql
http://cve.report/vendor/postgresql
http://cve.report/software/postgresql/postgresql
https://bugzilla.redhat.com/show_bug.cgi?id=CVE-2019-10209
https://www.postgresql.org/about/news/1960/
https://www.cve.org/CVERecord?id=CVE-2019-10209
https://nvd.nist.gov/vuln/detail/CVE-2019-10209
http://cve.report/qid/500537
http://cve.report/qid/502005
http://cve.report/qid/502771
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504304 Alpine Linux Security Update for postgresql14

505663 Alpine Linux Security Update for postgresql15
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