
CVE-2019-10212
Published on: 10/02/2019 12:00:00 AM UTC

Last Modified on: 02/20/2022 06:20:00 AM UTC

CVE-2019-10212

Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of Active Iq Unified Manager from Netapp contain the
following vulnerability:

A flaw was found in, all under 2.0.20, in the Undertow DEBUG log for
io.undertow.request.security. If enabled, an attacker could abuse this
flaw to obtain the user's credentials from the log files.

CVSS3 Score: 9.8 - CRITICAL
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CVSS2 Score: 4.3 - MEDIUM
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NETWORK MEDIUM NONE
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PARTIAL NONE NONE

CVE References

Description Tags Link

CVE-2019-10212 Undertow Vulnerability in NetApp Products | NetApp Product
Security

security.netapp.com

text/html

 CONFIRM
security.netapp.com/advisory/ntap-
20220210-0017/

CVE-2019-10212 has been assigned by  secalert@redhat.com to track the vulnerability - currently rated as CRITICAL  severity.

Affected Vendor/Software:  RedHat - undertow version all under 2.0.20
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20220210-0017/

1731984 – (CVE-2019-10212) CVE-2019-10212 undertow: DEBUG log for
io.undertow.request.security if enabled leaks credentials to log files

Issue Tracking

Mitigation

Vendor Advisory

bugzilla.redhat.com

text/html

 CONFIRM
bugzilla.redhat.com/show_bug.cgi?
id=CVE-2019-10212

Red Hat Customer Portal access.redhat.com

text/html

 REDHAT RHSA-2020:0727

Red Hat Customer Portal access.redhat.com

text/html

 REDHAT RHSA-2019:2998

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

981625 Java (maven) Security Update for io.undertow:undertow-core (GHSA-8vh8-vc28-m2hf)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Netapp Active Iq Unified Manager - All All All

Application Netapp Active Iq Unified Manager - All All All

Application Netapp Active Iq Unified Manager - All All All

Operating
System

Redhat Enterprise Linux 6.0 All All All

Operating
System

Redhat Enterprise Linux 7.0 All All All

Operating
System

Redhat Enterprise Linux 8.0 All All All

Application Redhat Jboss Data Grid - All All All

Application Redhat Jboss Data Grid All All All All

Application Redhat Jboss Enterprise Application Platform - All All All

Application Redhat Jboss Enterprise Application Platform 7.2 All All All

Application Redhat Jboss Enterprise Application Platform 7.3 All All All

Application Redhat Jboss Enterprise Application Platform 7.4 All All All

Application Redhat Jboss Fuse All All All All

Application Redhat Openshift Application Runtimes - All All All

Application Redhat Single Sign-on All All All All

Application Redhat Undertow All All All All

Application Redhat Undertow All All All All

cpe:2.3:a:netapp:active_iq_unified_manager:-:*:*:*:*:linux:*:*:
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No vendor comments have been submitted for this CVE
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