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Summary

CVE CVE-2019-10214

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-25 11:15:00 UTC

Updated 2021-10-28 13:58:00 UTC

Description The containers/image library used by the container tools Podman, Buildah, and Skopeo in Red Hat Enterprise Linux version 8 and CRI-O in OpenShift Container Platform, does not enforce TLS connections to the container registry authorization service. An attacker could use this vulnerability to launch a MiTM attack and steal login credentials or bearer tokens.

Risk And Classification

Problem Types: CWE-522

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Buildah Project Buildah - All All All

Application Buildah Project Buildah - All All All

Application Libpod Project Libpod - All All All

Application Libpod Project Libpod - All All All

Operating System Opensuse Leap 15.1 All All All

Operating System Redhat Enterprise Linux 8.0 All All All

Operating System Redhat Enterprise Linux 8.0 All All All

Application Redhat Openshift Container Platform 4.1 All All All

Application Redhat Openshift Container Platform 4.1 All All All

Application Skopeo Project Skopeo - All All All

Application Skopeo Project Skopeo - All All All

References

Reference

[security-announce] openSUSE-SU-2020:0554-1: important: Security update

1732508 – (CVE-2019-10214) CVE-2019-10214 containers/image: not enforcing TLS when sending username+password credentials to token servers leading to credential disclosure

[security-announce] openSUSE-SU-2020:0377-1: moderate: Security update f
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

159649 Oracle Enterprise Linux Security Update for container-tools:1.0 security and bug fix update (ELSA-2019-3494)

159674 Oracle Enterprise Linux Security Update for container-tools:ol8 (ELSA-2019-3403)

377377 Alibaba Cloud Linux Security Update for container-tools:rhel8 (ALINUX3-SA-2021:0013)

750353 OpenSUSE Security Update for buildah, libcontainers-common, podman (openSUSE-SU-2021:0310-1)

750534 OpenSUSE Security Update for buildah (openSUSE-SU-2020:2106-1)

751850 OpenSUSE Security Update for buildah (openSUSE-SU-2022:0770-1)

753101 SUSE Enterprise Linux Security Update for buildah (SUSE-SU-2022:0770-1)

770005 Red Hat OpenShift Container Platform 4.1.17 Security Update (RHSA-2019:2825)

940564 AlmaLinux Security Update for container-tools:1.0 (ALSA-2019:3494)

940568 AlmaLinux Security Update for container-tools:rhel8 (ALSA-2019:3403)

960745 Rocky Linux Security Update for container-tools:rhel8 (RLSA-2019:3403)

960831 Rocky Linux Security Update for container-tools:1.0 (RLSA-2019:3494)
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