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CVE CVE-2019-10217
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2019-11-25 16:15:00 UTC
Updated 2020-04-13 00:15:00 UTC
Description A flaw was found in ansible 2.8.0 before 2.8.4. Fields managing sensitive data should be set as such by no_log feature. Sol

1|

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Redhat Ansible All All All All
Application Redhat Ansible All All All All

References

Reference Source
[security-announce] openSUSE-SU-2020:0513-1: moderate: Security update f SUSE
gcp_utils: Handle JSON decode exception by Akasurde - Pull Request #59427 - ansible/ansible - GitHub CONFIRM

1733509 — (CVE-2019-10217) CVE-2019-10217 Ansible: gcp modules do not flag sensitive data fields properly =~ CONFIRM

gcp_storage_object fails with service_account_contents option - Issue #56269 - ansible/ansible - GitHub CONFIRM
[security-announce] openSUSE-SU-2020:0523-1: moderate: Security update f SUSE
CVE Program record CVE.ORG
NVD vulnerability detail NVD

1]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

Link
lists.opensuse
github.com
bugzilla.redhat
github.com
lists.opensuse

www.cve.org

nvd.nist.gov

500004 Alpine Linux Security Update for ansible


https://cve.report/
https://cve.report/CVE-2019-10217/mitre
https://cve.report/CVE-2019-10217/nist
https://cve.report/CVE-2019-10217/cve_org
https://cve.report/CVE-2019-10217.pdf
http://cve.report/vendor/redhat
http://cve.report/software/redhat/ansible
http://cve.report/vendor/redhat
http://cve.report/software/redhat/ansible
http://lists.opensuse.org/opensuse-security-announce/2020-04/msg00021.html
https://github.com/ansible/ansible/pull/59427
https://bugzilla.redhat.com/show_bug.cgi?id=CVE-2019-10217
https://github.com/ansible/ansible/issues/56269
http://lists.opensuse.org/opensuse-security-announce/2020-04/msg00026.html
https://www.cve.org/CVERecord?id=CVE-2019-10217
https://nvd.nist.gov/vuln/detail/CVE-2019-10217
http://cve.report/qid/500004

501345 Alpine Linux Security Update for ansible-base

980440 Python (pip) Security Update for ansible (GHSA-p75j-wc34-527¢)
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