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CVE CVE-2019-10219
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-08 15:15:00 UTC
Updated 2023-11-07 03:02:00 UTC
Description A vulnerability was found in Hibernate-Validator. The SafeHtml validator annotation fails to properly sanitize payloads consi

/ |

1|

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update |
Application Hibernate Hibernate-validator All All )
Application Hibernate Hibernate-validator - All .
Application Hibernate Hibernate-validator 6.1.0 alphat .
Application Hibernate Hibernate-validator 6.1.0 alpha2 .
Application Hibernate Hibernate-validator 6.1.0 alpha3 |
Application Hibernate Hibernate-validator 6.1.0 alphad .
Application Hibernate Hibernate-validator 6.1.0 alpha5 |
Application Hibernate Hibernate-validator 6.1.0 alphaé .
Application Hibernate Hibernate-validator - All .
Application Hibernate Hibernate-validator All All )
Application Netapp Active Ig Unified Manager - All .
Application Netapp Active Ig Unified Manager - All )
Application Netapp Active Ig Unified Manager - All .
Operating System  Netapp Element - All :
Application Netapp Management Services For Element Software And Netapp Hci - All .
Application Netapp Snapcenter Plug-in - All .
Application Oracle Access Manager 11.1.23.0 Al )
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CVE Program record

NVD vulnerability detail

Oracle Critical Patch Update Advisory - January 2022

1738673 — (CVE-2019-10219) CVE-2019-10219 hibernate-validator: safeHTML validator allows XSS

CVE-2019-10219 Hibernate Vulnerability in NetApp Products | NetApp Product Security

Source

REDHAT

REDHAT

MLIST

MISC

MLIST

REDHAT

MLIST

REDHAT

MLIST

REDHAT

MLIST

CONFIRM

CONFIRM

MLIST

CVE.ORG

NVD

No vendor comments have been submitted for this CVE.

| Legacy QID Mappings
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238742 Red Hat Update for Satellite 6.8 release (RHSA-2020:4366)
87478 Oracle WebLogic Server Multiple Vulnerabilities (CPUJAN2022)

981780 Java (maven) Security Update for org.hibernate.validator:hibernate-validator (GHSA-m8p2-495h-ccmh)
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