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Summary

CVE CVE-2019-10221

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-03-20 15:15:00 UTC

Updated 2023-11-07 03:02:00 UTC

Description A Reflected Cross Site Scripting vulnerability was found in all pki-core 10.x.x versions, where the pki-ca module from the pki-core server. This flaw is caused by missing sanitization of the GET URL parameters. An attacker could abuse this flaw to trick an authenticated user into clicking a specially crafted link which can execute arbitrary code when viewed in a browser.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dogtagpki Dogtagpki All All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Operating System Redhat Enterprise Linux 8.0 All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Operating System Redhat Enterprise Linux 8.0 All All All

References

Reference Source Link

1732565 – (CVE-2019-10221) CVE-2019-10221 pki-core: reflected cross site scripting in getcookies?url= endpoint in CA CONFIRM bugzilla.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

159679 Oracle Enterprise Linux Security Update for pki-core:10.6 and pki-deps:10.6 (ELSA-2020-4847)

239176 Red Hat Update for pki-core (RHSA-2021:0851)
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CVE.report and Source URL Uptime Status status.cve.report

239176 Red Hat Update for pki-core (RHSA-2021:0851)

239195 Red Hat Update for pki-core (RHSA-2021:0975)

257068 CentOS Security Update for pki-core (CESA-2021:0851)

352268 Amazon Linux Security Advisory for pki-core: ALAS2-2021-1630

376912 Alibaba Cloud Linux Security Update for pki-core (ALINUX2-SA-2021:0014)

670199 EulerOS Security Update for pki-core (EulerOS-SA-2021-1698)

670245 EulerOS Security Update for pki-core (EulerOS-SA-2021-1831)

670665 EulerOS Security Update for pki-core (EulerOS-SA-2021-2424)

940348 AlmaLinux Security Update for pki-core:10.6 and pki-deps:10.6 (ALSA-2020:4847)
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