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Summary

CVE CVE-2019-10223

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-05 12:15:00 UTC

Updated 2019-11-29 19:15:00 UTC

Description A security issue was discovered in the kube-state-metrics versions v1.7.0 and v1.7.1. An experimental feature was added to the v1.7.0 release that enabled annotations to be exposed as metrics. By default, the kube-state-metrics metrics only expose metadata about Secrets. However, a combination of the default `kubectl` behavior and this new feature can cause the entire secret content to end up in metric labels thus inadvertently exposing the secret content in metrics. This feature has been reverted and released as the v1.7.2 release. If you are running the v1.7.0 or v1.7.1 release, please upgrade to the v1.7.2 release as soon as possible.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Kubernetes Kube-state-metrics 1.7.0 All All All

Application Kubernetes Kube-state-metrics 1.7.1 All All All

Application Kubernetes Kube-state-metrics 1.7.0 All All All

Application Kubernetes Kube-state-metrics 1.7.1 All All All

Operating System Linux Linux Kernel - All All All

Operating System Linux Linux Kernel - All All All

Application Redhat Openshift Container Platform 3.11 All All All

Application Redhat Openshift Container Platform 4.1 All All All

Application Redhat Openshift Container Platform 4.2 All All All

Application Redhat Openshift Container Platform 3.11 All All All

Application Redhat Openshift Container Platform 4.1 All All All

Application Redhat Openshift Container Platform 4.2 All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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