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Summary

CVE CVE-2019-10247

State PUBLIC

Assigner security@eclipse.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-04-22 20:29:00 UTC

Updated 2023-11-07 03:02:00 UTC

Description In Eclipse Jetty version 7.x, 8.x, 9.2.27 and older, 9.3.26 and older, and 9.4.16 and older, the server running on any OS and Jetty version combination will reveal the configured fully qualified directory base resource location on the output of the 404 error for not finding a Context that matches the requested path. The default server behavior on jetty-distribution and jetty-home will include at the end of the Handler tree a DefaultHandler, which is responsible for reporting this 404 error, it presents the various configured contexts as HTML for users to click through to. This produced HTML includes output that contains the configured fully qualified directory base resource location for each context.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Eclipse Jetty 7.0.0 20091005 All All

Application Eclipse Jetty 7.0.0 maintenance_0 All All

Application Eclipse Jetty 7.0.0 maintenance_1 All All

Application Eclipse Jetty 7.0.0 maintenance_2 All All

Application Eclipse Jetty 7.0.0 maintenance_3 All All

Application Eclipse Jetty 7.0.0 maintenance_4 All All

Application Eclipse Jetty 7.0.0 rc0 All All

Application Eclipse Jetty 7.0.0 rc1 All All

Application Eclipse Jetty 7.0.0 rc3 All All

Application Eclipse Jetty 7.0.0 rc4 All All

Application Eclipse Jetty 7.0.0 rc5 All All

Application Eclipse Jetty 7.0.0 rc6 All All

Application Eclipse Jetty 7.0.1 20091125 All All

Application Eclipse Jetty 7.0.2 20100331 All All

Application Eclipse Jetty 7.0.2 rc0 All All
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Application Eclipse Jetty 7.0.2 rc0 All All

Application Eclipse Jetty 7.1.0 20100505 All All

Application Eclipse Jetty 7.1.0 rc0 All All

Application Eclipse Jetty 7.1.0 rc1 All All

Application Eclipse Jetty 7.1.1 20100517 All All

Application Eclipse Jetty 7.1.2 20100523 All All

Application Eclipse Jetty 7.1.3 20100526 All All

Application Eclipse Jetty 7.1.4 20100610 All All

Application Eclipse Jetty 7.1.5 20100705 All All

Application Eclipse Jetty 7.1.6 20100715 All All

Application Eclipse Jetty 7.2.0 20101020 All All

Application Eclipse Jetty 7.2.0 rc0 All All

Application Eclipse Jetty 7.2.1 20101111 All All

Application Eclipse Jetty 7.2.2 20101205 All All

Application Eclipse Jetty 7.3.0 20110203 All All

Application Eclipse Jetty 7.3.1 20110307 All All

Application Eclipse Jetty 7.4.0 20110414 All All

Application Eclipse Jetty 7.4.0 rc0 All All

Application Eclipse Jetty 7.4.1 20110513 All All

Application Eclipse Jetty 7.4.2 20110526 All All

Application Eclipse Jetty 7.4.3 20110630 All All

Application Eclipse Jetty 7.4.3 20110701 All All

Application Eclipse Jetty 7.4.4 20110707 All All

Application Eclipse Jetty 7.4.5 20110725 All All

Application Eclipse Jetty 7.5.0 20110901 All All

Application Eclipse Jetty 7.5.0 rc0 All All

Application Eclipse Jetty 7.5.0 rc1 All All

Application Eclipse Jetty 7.5.0 rc2 All All

Application Eclipse Jetty 7.5.1 20110908 All All

Application Eclipse Jetty 7.5.2 20111006 All All

Application Eclipse Jetty 7.5.3 20111011 All All

Application Eclipse Jetty 7.5.4 20111024 All All

Application Eclipse Jetty 7.6.0 20120125 All All

Application Eclipse Jetty 7.6.0 20120127 All All

Application Eclipse Jetty 7.6.0 rc0 All All

Application Eclipse Jetty 7.6.0 rc1 All All
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Application Eclipse Jetty 7.6.0 rc2 All All

Application Eclipse Jetty 7.6.0 rc3 All All

Application Eclipse Jetty 7.6.0 rc4 All All

Application Eclipse Jetty 7.6.0 rc5 All All

Application Eclipse Jetty 7.6.1 20120215 All All

Application Eclipse Jetty 7.6.10 20130312 All All

Application Eclipse Jetty 7.6.11 20130520 All All

Application Eclipse Jetty 7.6.11 20130725 All All

Application Eclipse Jetty 7.6.12 20130726 All All

Application Eclipse Jetty 7.6.13 20130910 All All

Application Eclipse Jetty 7.6.13 20130916 All All

Application Eclipse Jetty 7.6.14 20131031 All All

Application Eclipse Jetty 7.6.15 20140411 All All

Application Eclipse Jetty 7.6.16 20140903 All All

Application Eclipse Jetty 7.6.17 20150415 All All

Application Eclipse Jetty 7.6.18 20150929 All All

Application Eclipse Jetty 7.6.19 20160209 All All

Application Eclipse Jetty 7.6.2 20120302 All All

Application Eclipse Jetty 7.6.2 20120308 All All

Application Eclipse Jetty 7.6.20 20160902 All All

Application Eclipse Jetty 7.6.21 20160908 All All

Application Eclipse Jetty 7.6.3 20120413 All All

Application Eclipse Jetty 7.6.3 20120416 All All

Application Eclipse Jetty 7.6.4 20120522 All All

Application Eclipse Jetty 7.6.4 20120524 All All

Application Eclipse Jetty 7.6.5 20120713 All All

Application Eclipse Jetty 7.6.5 20120716 All All

Application Eclipse Jetty 7.6.6 20120903 All All

Application Eclipse Jetty 7.6.7 20120910 All All

Application Eclipse Jetty 7.6.8 20121106 All All

Application Eclipse Jetty 7.6.9 20130131 All All

Application Eclipse Jetty 8.0.0 20110901 All All

Application Eclipse Jetty 8.0.0 maintenance_0 All All

Application Eclipse Jetty 8.0.0 maintenance_1 All All

Application Eclipse Jetty 8.0.0 maintenance_2 All All

Application Eclipse Jetty 8.0.0 maintenance_3 All All
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Application Eclipse Jetty 8.0.0 maintenance_3 All All

Application Eclipse Jetty 8.0.0 rc0 All All

Application Eclipse Jetty 8.0.1 20110908 All All

Application Eclipse Jetty 8.0.2 20111006 All All

Application Eclipse Jetty 8.0.3 20111011 All All

Application Eclipse Jetty 8.0.4 20111024 All All

Application Eclipse Jetty 8.1.0 20120127 All All

Application Eclipse Jetty 8.1.0 rc0 All All

Application Eclipse Jetty 8.1.0 rc1 All All

Application Eclipse Jetty 8.1.0 rc2 All All

Application Eclipse Jetty 8.1.0 rc4 All All

Application Eclipse Jetty 8.1.0 rc5 All All

Application Eclipse Jetty 8.1.1 20120215 All All

Application Eclipse Jetty 8.1.10 20130312 All All

Application Eclipse Jetty 8.1.11 20130520 All All

Application Eclipse Jetty 8.1.12 20130725 All All

Application Eclipse Jetty 8.1.12 20130726 All All

Application Eclipse Jetty 8.1.13 20130910 All All

Application Eclipse Jetty 8.1.13 20130916 All All

Application Eclipse Jetty 8.1.14 20131031 All All

Application Eclipse Jetty 8.1.15 20140411 All All

Application Eclipse Jetty 8.1.16 20140903 All All

Application Eclipse Jetty 8.1.17 20150415 All All

Application Eclipse Jetty 8.1.18 20150929 All All

Application Eclipse Jetty 8.1.19 20160209 All All

Application Eclipse Jetty 8.1.2 20120302 All All

Application Eclipse Jetty 8.1.2 20120308 All All

Application Eclipse Jetty 8.1.20 20160902 All All

Application Eclipse Jetty 8.1.21 20160908 All All

Application Eclipse Jetty 8.1.22 20160922 All All

Application Eclipse Jetty 8.1.3 20120416 All All

Application Eclipse Jetty 8.1.4 20120524 All All

Application Eclipse Jetty 8.1.5 20120713 All All

Application Eclipse Jetty 8.1.5 20120716 All All

Application Eclipse Jetty 8.1.6 20120903 All All

Application Eclipse Jetty 8.1.7 20120910 All All
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Application Eclipse Jetty 8.1.8 20121106 All All

Application Eclipse Jetty 8.1.9 20130131 All All

Application Eclipse Jetty 8.2.0 20160908 All All

Application Eclipse Jetty 9.0.0 20130308 All All

Application Eclipse Jetty 9.0.0 m5 All All

Application Eclipse Jetty 9.0.0 maintenance_0 All All

Application Eclipse Jetty 9.0.0 maintenance_1 All All

Application Eclipse Jetty 9.0.0 maintenance_2 All All

Application Eclipse Jetty 9.0.0 maintenance_3 All All

Application Eclipse Jetty 9.0.0 maintenance_4 All All

Application Eclipse Jetty 9.0.0 maintenance_5 All All

Application Eclipse Jetty 9.0.0 rc0 All All

Application Eclipse Jetty 9.0.0 rc1 All All

Application Eclipse Jetty 9.0.0 rc2 All All

Application Eclipse Jetty 9.0.0 rc3 All All

Application Eclipse Jetty 9.0.1 20130408 All All

Application Eclipse Jetty 9.0.2 20130417 All All

Application Eclipse Jetty 9.0.2 20140415 All All

Application Eclipse Jetty 9.0.3 20130506 All All

Application Eclipse Jetty 9.0.4 20130621 All All

Application Eclipse Jetty 9.0.4 20130625 All All

Application Eclipse Jetty 9.0.5 20130813 All All

Application Eclipse Jetty 9.0.5 20130815 All All

Application Eclipse Jetty 9.0.6 20130919 All All

Application Eclipse Jetty 9.0.6 20130930 All All

Application Eclipse Jetty 9.0.7 20131031 All All

Application Eclipse Jetty 9.0.7 20131107 All All

Application Eclipse Jetty 9.1.0 20131115 All All

Application Eclipse Jetty 9.1.0 maintenance_0 All All

Application Eclipse Jetty 9.1.0 rc0 All All

Application Eclipse Jetty 9.1.0 rc1 All All

Application Eclipse Jetty 9.1.0 rc2 All All

Application Eclipse Jetty 9.1.1 20140108 All All

Application Eclipse Jetty 9.1.2 20140210 All All

Application Eclipse Jetty 9.1.3 20140225 All All
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Application Eclipse Jetty 9.1.4 20140401 All All

Application Eclipse Jetty 9.1.5 20140505 All All

Application Eclipse Jetty 9.1.6 20151106 All All

Application Eclipse Jetty 9.1.6 20160112 All All

Application Eclipse Jetty 9.2.0 20140523 All All

Application Eclipse Jetty 9.2.0 20140526 All All

Application Eclipse Jetty 9.2.0 maintenance_0 All All

Application Eclipse Jetty 9.2.0 maintenance_1 All All

Application Eclipse Jetty 9.2.0 rc0 All All

Application Eclipse Jetty 9.2.1 20140609 All All

Application Eclipse Jetty 9.2.10 20150310 All All

Application Eclipse Jetty 9.2.11 20150528 All All

Application Eclipse Jetty 9.2.11 20150529 All All

Application Eclipse Jetty 9.2.11 maintenance_0 All All

Application Eclipse Jetty 9.2.12 20150709 All All

Application Eclipse Jetty 9.2.12 maintenance_0 All All

Application Eclipse Jetty 9.2.13 20150730 All All

Application Eclipse Jetty 9.2.14 20151106 All All

Application Eclipse Jetty 9.2.15 20160210 All All

Application Eclipse Jetty 9.2.16 20160407 All All

Application Eclipse Jetty 9.2.16 20160414 All All

Application Eclipse Jetty 9.2.17 20160517 All All

Application Eclipse Jetty 9.2.18 20160721 All All

Application Eclipse Jetty 9.2.19 20160908 All All

Application Eclipse Jetty 9.2.2 20140723 All All

Application Eclipse Jetty 9.2.20 20161216 All All

Application Eclipse Jetty 9.2.21 20170120 All All

Application Eclipse Jetty 9.2.22 20170606 All All

Application Eclipse Jetty 9.2.23 20171218 All All

Application Eclipse Jetty 9.2.24 20180105 All All

Application Eclipse Jetty 9.2.25 20180606 All All

Application Eclipse Jetty 9.2.26 20180806 All All

Application Eclipse Jetty 9.2.27 20190403 All All

Application Eclipse Jetty 9.2.3 20140905 All All

Application Eclipse Jetty 9.2.4 20141103 All All

Application Eclipse Jetty 9.2.5 20141112 All All
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Application Eclipse Jetty 9.2.5 20141112 All All

Application Eclipse Jetty 9.2.6 20141203 All All

Application Eclipse Jetty 9.2.6 20141205 All All

Application Eclipse Jetty 9.2.7 20150116 All All

Application Eclipse Jetty 9.2.8 20150217 All All

Application Eclipse Jetty 9.2.9 20150224 All All

Application Eclipse Jetty 9.3.0 20150601 All All

Application Eclipse Jetty 9.3.0 20150608 All All

Application Eclipse Jetty 9.3.0 20150612 All All

Application Eclipse Jetty 9.3.0 maintenance0 All All

Application Eclipse Jetty 9.3.0 maintenance1 All All

Application Eclipse Jetty 9.3.0 maintenance2 All All

Application Eclipse Jetty 9.3.0 rc0 All All

Application Eclipse Jetty 9.3.0 rc1 All All

Application Eclipse Jetty 9.3.1 20150714 All All

Application Eclipse Jetty 9.3.10 20160621 All All

Application Eclipse Jetty 9.3.10 maintenance_0 All All

Application Eclipse Jetty 9.3.11 20160721 All All

Application Eclipse Jetty 9.3.11 maintenance_0 All All

Application Eclipse Jetty 9.3.12 20160915 All All

Application Eclipse Jetty 9.3.13 20161014 All All

Application Eclipse Jetty 9.3.13 maintenance_0 All All

Application Eclipse Jetty 9.3.14 20161028 All All

Application Eclipse Jetty 9.3.15 20161220 All All

Application Eclipse Jetty 9.3.16 20170119 All All

Application Eclipse Jetty 9.3.16 20170120 All All

Application Eclipse Jetty 9.3.17 20170317 All All

Application Eclipse Jetty 9.3.17 rc0 All All

Application Eclipse Jetty 9.3.18 20170406 All All

Application Eclipse Jetty 9.3.19 20170502 All All

Application Eclipse Jetty 9.3.2 20150730 All All

Application Eclipse Jetty 9.3.20 20170531 All All

Application Eclipse Jetty 9.3.21 20170918 All All

Application Eclipse Jetty 9.3.21 maintenance_0 All All

Application Eclipse Jetty 9.3.21 rc0 All All

Application Eclipse Jetty 9.3.22 20171030 All All
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Application Eclipse Jetty 9.3.23 20180228 All All

Application Eclipse Jetty 9.3.24 20180605 All All

Application Eclipse Jetty 9.3.25 20180904 All All

Application Eclipse Jetty 9.3.26 20190403 All All

Application Eclipse Jetty 9.3.3 20150825 All All

Application Eclipse Jetty 9.3.3 20150827 All All

Application Eclipse Jetty 9.3.4 20151005 All All

Application Eclipse Jetty 9.3.4 20151007 All All

Application Eclipse Jetty 9.3.4 rc0 All All

Application Eclipse Jetty 9.3.4 rc1 All All

Application Eclipse Jetty 9.3.5 20151012 All All

Application Eclipse Jetty 9.3.6 20151106 All All

Application Eclipse Jetty 9.3.7 20160115 All All

Application Eclipse Jetty 9.3.7 rc0 All All

Application Eclipse Jetty 9.3.7 rc1 All All

Application Eclipse Jetty 9.3.8 20160311 All All

Application Eclipse Jetty 9.3.8 20160314 All All

Application Eclipse Jetty 9.3.8 rc0 All All

Application Eclipse Jetty 9.3.9 20160517 All All

Application Eclipse Jetty 9.3.9 maintenance_0 All All

Application Eclipse Jetty 9.3.9 maintenance_1 All All

Application Eclipse Jetty 9.4.0 20161207 All All

Application Eclipse Jetty 9.4.0 20161208 All All

Application Eclipse Jetty 9.4.0 20180619 All All

Application Eclipse Jetty 9.4.0 maintenance_0 All All

Application Eclipse Jetty 9.4.0 maintenance_1 All All

Application Eclipse Jetty 9.4.0 rc0 All All

Application Eclipse Jetty 9.4.0 rc1 All All

Application Eclipse Jetty 9.4.0 rc2 All All

Application Eclipse Jetty 9.4.0 rc3 All All

Application Eclipse Jetty 9.4.1 20170120 All All

Application Eclipse Jetty 9.4.1 20180619 All All

Application Eclipse Jetty 9.4.10 20180503 All All

Application Eclipse Jetty 9.4.10 rc0 All All

Application Eclipse Jetty 9.4.10 rc1 All All
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Application Eclipse Jetty 9.4.11 20180605 All All

Application Eclipse Jetty 9.4.12 20180830 All All

Application Eclipse Jetty 9.4.12 rc0 All All

Application Eclipse Jetty 9.4.12 rc1 All All

Application Eclipse Jetty 9.4.12 rc2 All All

Application Eclipse Jetty 9.4.13 20181111 All All

Application Eclipse Jetty 9.4.14 20181114 All All

Application Eclipse Jetty 9.4.15 20190215 All All

Application Eclipse Jetty 9.4.2 20170220 All All

Application Eclipse Jetty 9.4.2 20180619 All All

Application Eclipse Jetty 9.4.3 20170317 All All

Application Eclipse Jetty 9.4.3 20180619 All All

Application Eclipse Jetty 9.4.4 20170410 All All

Application Eclipse Jetty 9.4.4 20170414 All All

Application Eclipse Jetty 9.4.4 20180619 All All

Application Eclipse Jetty 9.4.5 20170502 All All

Application Eclipse Jetty 9.4.5 20180619 All All

Application Eclipse Jetty 9.4.6 20170531 All All

Application Eclipse Jetty 9.4.6 20180619 All All

Application Eclipse Jetty 9.4.7 20170914 All All

Application Eclipse Jetty 9.4.7 20180619 All All

Application Eclipse Jetty 9.4.7 rc0 All All

Application Eclipse Jetty 9.4.8 20171121 All All

Application Eclipse Jetty 9.4.8 20180619 All All

Application Eclipse Jetty 9.4.9 20180320 All All

Application Eclipse Jetty 7.0.0 20091005 All All

Application Eclipse Jetty 7.0.0 maintenance_0 All All

Application Eclipse Jetty 7.0.0 maintenance_1 All All

Application Eclipse Jetty 7.0.0 maintenance_2 All All

Application Eclipse Jetty 7.0.0 maintenance_3 All All

Application Eclipse Jetty 7.0.0 maintenance_4 All All

Application Eclipse Jetty 7.0.0 rc0 All All

Application Eclipse Jetty 7.0.0 rc1 All All

Application Eclipse Jetty 7.0.0 rc3 All All

Application Eclipse Jetty 7.0.0 rc4 All All

Application Eclipse Jetty 7.0.0 rc5 All All
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Application Eclipse Jetty 7.0.0 rc5 All All

Application Eclipse Jetty 7.0.0 rc6 All All

Application Eclipse Jetty 7.0.1 20091125 All All

Application Eclipse Jetty 7.0.2 20100331 All All

Application Eclipse Jetty 7.0.2 rc0 All All

Application Eclipse Jetty 7.1.0 20100505 All All

Application Eclipse Jetty 7.1.0 rc0 All All

Application Eclipse Jetty 7.1.0 rc1 All All

Application Eclipse Jetty 7.1.1 20100517 All All

Application Eclipse Jetty 7.1.2 20100523 All All

Application Eclipse Jetty 7.1.3 20100526 All All

Application Eclipse Jetty 7.1.4 20100610 All All

Application Eclipse Jetty 7.1.5 20100705 All All

Application Eclipse Jetty 7.1.6 20100715 All All

Application Eclipse Jetty 7.2.0 20101020 All All

Application Eclipse Jetty 7.2.0 rc0 All All

Application Eclipse Jetty 7.2.1 20101111 All All

Application Eclipse Jetty 7.2.2 20101205 All All

Application Eclipse Jetty 7.3.0 20110203 All All

Application Eclipse Jetty 7.3.1 20110307 All All

Application Eclipse Jetty 7.4.0 20110414 All All

Application Eclipse Jetty 7.4.0 rc0 All All

Application Eclipse Jetty 7.4.1 20110513 All All

Application Eclipse Jetty 7.4.2 20110526 All All

Application Eclipse Jetty 7.4.3 20110630 All All

Application Eclipse Jetty 7.4.3 20110701 All All

Application Eclipse Jetty 7.4.4 20110707 All All

Application Eclipse Jetty 7.4.5 20110725 All All

Application Eclipse Jetty 7.5.0 20110901 All All

Application Eclipse Jetty 7.5.0 rc0 All All

Application Eclipse Jetty 7.5.0 rc1 All All

Application Eclipse Jetty 7.5.0 rc2 All All

Application Eclipse Jetty 7.5.1 20110908 All All

Application Eclipse Jetty 7.5.2 20111006 All All

Application Eclipse Jetty 7.5.3 20111011 All All

Application Eclipse Jetty 7.5.4 20111024 All All
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Application Eclipse Jetty 7.6.0 20120125 All All

Application Eclipse Jetty 7.6.0 20120127 All All

Application Eclipse Jetty 7.6.0 rc0 All All

Application Eclipse Jetty 7.6.0 rc1 All All

Application Eclipse Jetty 7.6.0 rc2 All All

Application Eclipse Jetty 7.6.0 rc3 All All

Application Eclipse Jetty 7.6.0 rc4 All All

Application Eclipse Jetty 7.6.0 rc5 All All

Application Eclipse Jetty 7.6.1 20120215 All All

Application Eclipse Jetty 7.6.10 20130312 All All

Application Eclipse Jetty 7.6.11 20130520 All All

Application Eclipse Jetty 7.6.11 20130725 All All

Application Eclipse Jetty 7.6.12 20130726 All All

Application Eclipse Jetty 7.6.13 20130910 All All

Application Eclipse Jetty 7.6.13 20130916 All All

Application Eclipse Jetty 7.6.14 20131031 All All

Application Eclipse Jetty 7.6.15 20140411 All All

Application Eclipse Jetty 7.6.16 20140903 All All

Application Eclipse Jetty 7.6.17 20150415 All All

Application Eclipse Jetty 7.6.18 20150929 All All

Application Eclipse Jetty 7.6.19 20160209 All All

Application Eclipse Jetty 7.6.2 20120302 All All

Application Eclipse Jetty 7.6.2 20120308 All All

Application Eclipse Jetty 7.6.20 20160902 All All

Application Eclipse Jetty 7.6.21 20160908 All All

Application Eclipse Jetty 7.6.3 20120413 All All

Application Eclipse Jetty 7.6.3 20120416 All All

Application Eclipse Jetty 7.6.4 20120522 All All

Application Eclipse Jetty 7.6.4 20120524 All All

Application Eclipse Jetty 7.6.5 20120713 All All

Application Eclipse Jetty 7.6.5 20120716 All All

Application Eclipse Jetty 7.6.6 20120903 All All

Application Eclipse Jetty 7.6.7 20120910 All All

Application Eclipse Jetty 7.6.8 20121106 All All

Application Eclipse Jetty 7.6.9 20130131 All All
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Application Eclipse Jetty 8.0.0 20110901 All All

Application Eclipse Jetty 8.0.0 maintenance_0 All All

Application Eclipse Jetty 8.0.0 maintenance_1 All All

Application Eclipse Jetty 8.0.0 maintenance_2 All All

Application Eclipse Jetty 8.0.0 maintenance_3 All All

Application Eclipse Jetty 8.0.0 rc0 All All

Application Eclipse Jetty 8.0.1 20110908 All All

Application Eclipse Jetty 8.0.2 20111006 All All

Application Eclipse Jetty 8.0.3 20111011 All All

Application Eclipse Jetty 8.0.4 20111024 All All

Application Eclipse Jetty 8.1.0 20120127 All All

Application Eclipse Jetty 8.1.0 rc0 All All

Application Eclipse Jetty 8.1.0 rc1 All All

Application Eclipse Jetty 8.1.0 rc2 All All

Application Eclipse Jetty 8.1.0 rc4 All All

Application Eclipse Jetty 8.1.0 rc5 All All

Application Eclipse Jetty 8.1.1 20120215 All All

Application Eclipse Jetty 8.1.10 20130312 All All

Application Eclipse Jetty 8.1.11 20130520 All All

Application Eclipse Jetty 8.1.12 20130725 All All

Application Eclipse Jetty 8.1.12 20130726 All All

Application Eclipse Jetty 8.1.13 20130910 All All

Application Eclipse Jetty 8.1.13 20130916 All All

Application Eclipse Jetty 8.1.14 20131031 All All

Application Eclipse Jetty 8.1.15 20140411 All All

Application Eclipse Jetty 8.1.16 20140903 All All

Application Eclipse Jetty 8.1.17 20150415 All All

Application Eclipse Jetty 8.1.18 20150929 All All

Application Eclipse Jetty 8.1.19 20160209 All All

Application Eclipse Jetty 8.1.2 20120302 All All

Application Eclipse Jetty 8.1.2 20120308 All All

Application Eclipse Jetty 8.1.20 20160902 All All

Application Eclipse Jetty 8.1.21 20160908 All All

Application Eclipse Jetty 8.1.22 20160922 All All

Application Eclipse Jetty 8.1.3 20120416 All All

Application Eclipse Jetty 8.1.4 20120524 All All
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Application Eclipse Jetty 8.1.4 20120524 All All

Application Eclipse Jetty 8.1.5 20120713 All All

Application Eclipse Jetty 8.1.5 20120716 All All

Application Eclipse Jetty 8.1.6 20120903 All All

Application Eclipse Jetty 8.1.7 20120910 All All

Application Eclipse Jetty 8.1.8 20121106 All All

Application Eclipse Jetty 8.1.9 20130131 All All

Application Eclipse Jetty 8.2.0 20160908 All All

Application Eclipse Jetty 9.0.0 20130308 All All

Application Eclipse Jetty 9.0.0 m5 All All

Application Eclipse Jetty 9.0.0 maintenance_0 All All

Application Eclipse Jetty 9.0.0 maintenance_1 All All

Application Eclipse Jetty 9.0.0 maintenance_2 All All

Application Eclipse Jetty 9.0.0 maintenance_3 All All

Application Eclipse Jetty 9.0.0 maintenance_4 All All

Application Eclipse Jetty 9.0.0 maintenance_5 All All

Application Eclipse Jetty 9.0.0 rc0 All All

Application Eclipse Jetty 9.0.0 rc1 All All

Application Eclipse Jetty 9.0.0 rc2 All All

Application Eclipse Jetty 9.0.0 rc3 All All

Application Eclipse Jetty 9.0.1 20130408 All All

Application Eclipse Jetty 9.0.2 20130417 All All

Application Eclipse Jetty 9.0.2 20140415 All All

Application Eclipse Jetty 9.0.3 20130506 All All

Application Eclipse Jetty 9.0.4 20130621 All All

Application Eclipse Jetty 9.0.4 20130625 All All

Application Eclipse Jetty 9.0.5 20130813 All All

Application Eclipse Jetty 9.0.5 20130815 All All

Application Eclipse Jetty 9.0.6 20130919 All All

Application Eclipse Jetty 9.0.6 20130930 All All

Application Eclipse Jetty 9.0.7 20131031 All All

Application Eclipse Jetty 9.0.7 20131107 All All

Application Eclipse Jetty 9.1.0 20131115 All All

Application Eclipse Jetty 9.1.0 maintenance_0 All All

Application Eclipse Jetty 9.1.0 rc0 All All

Application Eclipse Jetty 9.1.0 rc1 All All
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Application Eclipse Jetty 9.1.0 rc2 All All

Application Eclipse Jetty 9.1.1 20140108 All All

Application Eclipse Jetty 9.1.2 20140210 All All

Application Eclipse Jetty 9.1.3 20140225 All All

Application Eclipse Jetty 9.1.4 20140401 All All

Application Eclipse Jetty 9.1.5 20140505 All All

Application Eclipse Jetty 9.1.6 20151106 All All

Application Eclipse Jetty 9.1.6 20160112 All All

Application Eclipse Jetty 9.2.0 20140523 All All

Application Eclipse Jetty 9.2.0 20140526 All All

Application Eclipse Jetty 9.2.0 maintenance_0 All All

Application Eclipse Jetty 9.2.0 maintenance_1 All All

Application Eclipse Jetty 9.2.0 rc0 All All

Application Eclipse Jetty 9.2.1 20140609 All All

Application Eclipse Jetty 9.2.10 20150310 All All

Application Eclipse Jetty 9.2.11 20150528 All All

Application Eclipse Jetty 9.2.11 20150529 All All

Application Eclipse Jetty 9.2.11 maintenance_0 All All

Application Eclipse Jetty 9.2.12 20150709 All All

Application Eclipse Jetty 9.2.12 maintenance_0 All All

Application Eclipse Jetty 9.2.13 20150730 All All

Application Eclipse Jetty 9.2.14 20151106 All All

Application Eclipse Jetty 9.2.15 20160210 All All

Application Eclipse Jetty 9.2.16 20160407 All All

Application Eclipse Jetty 9.2.16 20160414 All All

Application Eclipse Jetty 9.2.17 20160517 All All

Application Eclipse Jetty 9.2.18 20160721 All All

Application Eclipse Jetty 9.2.19 20160908 All All

Application Eclipse Jetty 9.2.2 20140723 All All

Application Eclipse Jetty 9.2.20 20161216 All All

Application Eclipse Jetty 9.2.21 20170120 All All

Application Eclipse Jetty 9.2.22 20170606 All All

Application Eclipse Jetty 9.2.23 20171218 All All

Application Eclipse Jetty 9.2.24 20180105 All All

Application Eclipse Jetty 9.2.25 20180606 All All
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Application Eclipse Jetty 9.2.26 20180806 All All

Application Eclipse Jetty 9.2.27 20190403 All All

Application Eclipse Jetty 9.2.3 20140905 All All

Application Eclipse Jetty 9.2.4 20141103 All All

Application Eclipse Jetty 9.2.5 20141112 All All

Application Eclipse Jetty 9.2.6 20141203 All All

Application Eclipse Jetty 9.2.6 20141205 All All

Application Eclipse Jetty 9.2.7 20150116 All All

Application Eclipse Jetty 9.2.8 20150217 All All

Application Eclipse Jetty 9.2.9 20150224 All All

Application Eclipse Jetty 9.3.0 20150601 All All

Application Eclipse Jetty 9.3.0 20150608 All All

Application Eclipse Jetty 9.3.0 20150612 All All

Application Eclipse Jetty 9.3.0 maintenance0 All All

Application Eclipse Jetty 9.3.0 maintenance1 All All

Application Eclipse Jetty 9.3.0 maintenance2 All All

Application Eclipse Jetty 9.3.0 rc0 All All

Application Eclipse Jetty 9.3.0 rc1 All All

Application Eclipse Jetty 9.3.1 20150714 All All

Application Eclipse Jetty 9.3.10 20160621 All All

Application Eclipse Jetty 9.3.10 maintenance_0 All All

Application Eclipse Jetty 9.3.11 20160721 All All

Application Eclipse Jetty 9.3.11 maintenance_0 All All

Application Eclipse Jetty 9.3.12 20160915 All All

Application Eclipse Jetty 9.3.13 20161014 All All

Application Eclipse Jetty 9.3.13 maintenance_0 All All

Application Eclipse Jetty 9.3.14 20161028 All All

Application Eclipse Jetty 9.3.15 20161220 All All

Application Eclipse Jetty 9.3.16 20170119 All All

Application Eclipse Jetty 9.3.16 20170120 All All

Application Eclipse Jetty 9.3.17 20170317 All All

Application Eclipse Jetty 9.3.17 rc0 All All

Application Eclipse Jetty 9.3.18 20170406 All All

Application Eclipse Jetty 9.3.19 20170502 All All

Application Eclipse Jetty 9.3.2 20150730 All All

Application Eclipse Jetty 9.3.20 20170531 All All
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Application Eclipse Jetty 9.3.20 20170531 All All

Application Eclipse Jetty 9.3.21 20170918 All All

Application Eclipse Jetty 9.3.21 maintenance_0 All All

Application Eclipse Jetty 9.3.21 rc0 All All

Application Eclipse Jetty 9.3.22 20171030 All All

Application Eclipse Jetty 9.3.23 20180228 All All

Application Eclipse Jetty 9.3.24 20180605 All All

Application Eclipse Jetty 9.3.25 20180904 All All

Application Eclipse Jetty 9.3.26 20190403 All All

Application Eclipse Jetty 9.3.3 20150825 All All

Application Eclipse Jetty 9.3.3 20150827 All All

Application Eclipse Jetty 9.3.4 20151005 All All

Application Eclipse Jetty 9.3.4 20151007 All All

Application Eclipse Jetty 9.3.4 rc0 All All

Application Eclipse Jetty 9.3.4 rc1 All All

Application Eclipse Jetty 9.3.5 20151012 All All

Application Eclipse Jetty 9.3.6 20151106 All All

Application Eclipse Jetty 9.3.7 20160115 All All

Application Eclipse Jetty 9.3.7 rc0 All All

Application Eclipse Jetty 9.3.7 rc1 All All

Application Eclipse Jetty 9.3.8 20160311 All All

Application Eclipse Jetty 9.3.8 20160314 All All

Application Eclipse Jetty 9.3.8 rc0 All All

Application Eclipse Jetty 9.3.9 20160517 All All

Application Eclipse Jetty 9.3.9 maintenance_0 All All

Application Eclipse Jetty 9.3.9 maintenance_1 All All

Application Eclipse Jetty 9.4.0 20161207 All All

Application Eclipse Jetty 9.4.0 20161208 All All

Application Eclipse Jetty 9.4.0 20180619 All All

Application Eclipse Jetty 9.4.0 maintenance_0 All All

Application Eclipse Jetty 9.4.0 maintenance_1 All All

Application Eclipse Jetty 9.4.0 rc0 All All

Application Eclipse Jetty 9.4.0 rc1 All All

Application Eclipse Jetty 9.4.0 rc2 All All

Application Eclipse Jetty 9.4.0 rc3 All All

Application Eclipse Jetty 9.4.1 20170120 All All
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Application Eclipse Jetty 9.4.1 20180619 All All

Application Eclipse Jetty 9.4.10 20180503 All All

Application Eclipse Jetty 9.4.10 rc0 All All

Application Eclipse Jetty 9.4.10 rc1 All All

Application Eclipse Jetty 9.4.11 20180605 All All

Application Eclipse Jetty 9.4.12 20180830 All All

Application Eclipse Jetty 9.4.12 rc0 All All

Application Eclipse Jetty 9.4.12 rc1 All All

Application Eclipse Jetty 9.4.12 rc2 All All

Application Eclipse Jetty 9.4.13 20181111 All All

Application Eclipse Jetty 9.4.14 20181114 All All

Application Eclipse Jetty 9.4.15 20190215 All All

Application Eclipse Jetty 9.4.2 20170220 All All

Application Eclipse Jetty 9.4.2 20180619 All All

Application Eclipse Jetty 9.4.3 20170317 All All

Application Eclipse Jetty 9.4.3 20180619 All All

Application Eclipse Jetty 9.4.4 20170410 All All

Application Eclipse Jetty 9.4.4 20170414 All All

Application Eclipse Jetty 9.4.4 20180619 All All

Application Eclipse Jetty 9.4.5 20170502 All All

Application Eclipse Jetty 9.4.5 20180619 All All

Application Eclipse Jetty 9.4.6 20170531 All All

Application Eclipse Jetty 9.4.6 20180619 All All

Application Eclipse Jetty 9.4.7 20170914 All All

Application Eclipse Jetty 9.4.7 20180619 All All

Application Eclipse Jetty 9.4.7 rc0 All All

Application Eclipse Jetty 9.4.8 20171121 All All

Application Eclipse Jetty 9.4.8 20180619 All All

Application Eclipse Jetty 9.4.9 20180320 All All

Operating System Netapp Element - All All All

Application Netapp Oncommand System Manager All All All All

Application Netapp Snapcenter - All All All

Application Netapp Snapmanager - - All All

Application Netapp Snapmanager - - All All

Application Netapp Snap Creator Framework - All All All
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Application Netapp Storage Replication Adapter For Clustered Data Ontap All All All All

Application Netapp Storage Services Connector - All All All

Application Netapp Vasa Provider For Clustered Data Ontap All All All All

Application Netapp Virtual Storage Console All All All All

Application Oracle Autovue 21.0.2 All All All

Application Oracle Communications Analytics 12.1.1 All All All

Application Oracle Communications Element Manager 8.0.0 All All All

Application Oracle Communications Element Manager 8.1.0 All All All

Application Oracle Communications Element Manager 8.1.1 All All All

Application Oracle Communications Element Manager 8.2.0 All All All

Application Oracle Communications Services Gatekeeper 6.0 All All All

Application Oracle Communications Services Gatekeeper 6.1 All All All

Application Oracle Communications Services Gatekeeper 7.0 All All All

Application Oracle Communications Session Report Manager 8.0.0 All All All

Application Oracle Communications Session Report Manager 8.1.0 All All All

Application Oracle Communications Session Report Manager 8.1.1 All All All

Application Oracle Communications Session Report Manager 8.2.0 All All All

Application Oracle Communications Session Route Manager 8.0.0 All All All

Application Oracle Communications Session Route Manager 8.1.0 All All All

Application Oracle Communications Session Route Manager 8.1.1 All All All

Application Oracle Communications Session Route Manager 8.2.0 All All All

Application Oracle Data Integrator 12.2.1.3.0 All All All

Application Oracle Data Integrator 12.2.1.4.0 All All All

Application Oracle Endeca Information Discovery Integrator 3.2.0 All All All

Application Oracle Enterprise Manager Base Platform 13.2 All All All

Application Oracle Enterprise Manager Base Platform 13.3 All All All

Application Oracle Flexcube Core Banking 5.2.0 All All All

Application Oracle Flexcube Core Banking All All All All

Application Oracle Flexcube Private Banking 12.0.0 All All All

Application Oracle Flexcube Private Banking 12.1.0 All All All

Application Oracle Fmw Platform 12.2.1.3.0 All All All

Application Oracle Fmw Platform 12.2.1.4.0 All All All

Application Oracle Hospitality Guest Access 4.2.0 All All All

Application Oracle Hospitality Guest Access 4.2.1 All All All

Application Oracle Retail Xstore Point Of Service 15.0 All All All

Application Oracle Retail Xstore Point Of Service 16.0 All All All
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Application Oracle Retail Xstore Point Of Service 16.0 All All All

Application Oracle Retail Xstore Point Of Service 17.0 All All All

Application Oracle Retail Xstore Point Of Service 7.1 All All All

Application Oracle Unified Directory 12.2.1.3.0 All All All

Application Oracle Unified Directory 12.2.1.4.0 All All All

References

Reference Source Link Tags

[SECURITY] [DLA 2661-1] jetty9 security update MLIST lists.debian.org

Pony Mail! lists.apache.org

Oracle Critical Patch Update Advisory - July 2020 MISC www.oracle.com Third Party Advisory

Pony Mail! MLIST lists.apache.org Mailing List, Third Party Advisory

Oracle Critical Patch Update Advisory - April 2022 MISC www.oracle.com

Oracle Critical Patch Update Advisory - October 2020 MISC www.oracle.com Third Party Advisory

Debian -- Security Information -- DSA-4949-1 jetty9 DEBIAN www.debian.org

April 2019 Eclipse Jetty Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM security.netapp.com Third Party Advisory

Pony Mail! lists.apache.org

Pony Mail! lists.apache.org

Pony Mail! lists.apache.org

Pony Mail! lists.apache.org

Pony Mail! MLIST lists.apache.org Mailing List, Third Party Advisory

546577 – (CVE-2019-10247) Jetty CVE Request: Information Reveal - DefaultHandler CONFIRM bugs.eclipse.org Issue Tracking, Vendor Advisory

Pony Mail! MLIST lists.apache.org Mailing List, Third Party Advisory

Pony Mail! MLIST lists.apache.org Mailing List, Third Party Advisory

Pony Mail! MLIST lists.apache.org Mailing List, Third Party Advisory

Oracle Critical Patch Update - October 2019 MISC www.oracle.com Third Party Advisory

Oracle Critical Patch Update Advisory - January 2020 MISC www.oracle.com Third Party Advisory

Pony Mail! lists.apache.org

Pony Mail! MLIST lists.apache.org Mailing List, Third Party Advisory

Oracle Critical Patch Update Advisory - April 2020 N/A www.oracle.com Third Party Advisory

Oracle Critical Patch Update Advisory - April 2021 MISC www.oracle.com

Oracle Critical Patch Update Advisory - January 2021 MISC www.oracle.com Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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178597 Debian Security Update for jetty9 (DLA 2661-1)
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