CVE-2019-10309

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2019-10309
State PUBLIC
Assigner jenkinsci-cert@googlegroups.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-04-30 13:29:00 UTC
Updated 2023-10-25 18:16:00 UTC
Description Jenkins Self-Organizing Swarm Plug-in Modules Plugin clients that use UDP broadcasts to discover Jenkins masters do no
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Risk And Classification

Problem Types: CWE-611

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Jenkins Self-organizing Swarm Modules - All All All
Application Jenkins Self-organizing Swarm Modules - All All All

References

Reference Source Link Tags
TALOS-2019-0783 || Cisco Talos Intelligence Group - Comprehensive Threat Intelligence  MISC www.talosintelligence.com

Jenkins Security Advisory 2019-04-30 MISC jenkins.io Vendor
Jenkins Multiple Security Vulnerabilities BID www.securityfocus.com

oss-security - Multiple vulnerabilities in Jenkins plugins MLIST www.openwall.com Mailing
CVE Program record CVE.ORG www.cve.org canonic
NVD vulnerability detail NVD nvd.nist.gov canonic
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

996028 Java (Maven) Security Update for org.jenkins-ci.plugins:swarm (GHSA-w898-3ph8-5pgm)
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